id: 105381

date: 4/23/2007 14:07

refid: 07ATHENS801

origin: Embassy Athens

classification: SECRET

destination: 07STATE50278

header:

VZCZCXYZ0013

PP RUEHWEB

DE RUEHTH #0801 1131407

ZNY SSSSS ZZH

P 231407Z APR 07

FM AMEMBASSY ATHENS

TO RUEHC/SECSTATE WASHDC PRIORITY 8836

INFO RUEHRL/AMEMBASSY BERLIN PRIORITY 1266

RUEHDM/AMEMBASSY DAMASCUS PRIORITY 0258

RUEKJCS/JCS WASHDC PRIORITY

RUEKJCS/SECDEF WASHDC PRIORITY

RUEHUNV/USMISSION UNVIE VIENNA PRIORITY 0040

----------------- header ends ----------------

S E C R E T ATHENS 000801 

SIPDIS 

SIPDIS 

E.O. 12958: DECL: 04/23/2017 

TAGS: ETTC, GM, GR, IR, PARM, PREL, SY, CBW 

SUBJECT: DEMARCHE DELIVERED ON GREEK FIRM'S POSSIBLE BID TO 

SUPPLY MILITARY EQUIPMENT TO SYRIA 

REF: A. STATE 50278 

     B. STATE 115994 

     C. ATHENS 2468 

Classified By: POLCOUNS ROBIN QUINVILLE.  REASONS 1.4 (B) AND (D). 

1.  (S) Dep Polcouns and Poloff delivered demarche (ref a) 

concerning the possible bid by Greek company XXXXXXXXXXXX to supply 

multispectral camouflage netting to Syria, to Greek MFA D1 

Directorate for International Organizations and 

Nonproliferation officer Dionyssios A. Kyvetos.  Kyvetos 

stated that he would look into the matter but noted the name 

of the company was not familiar to him and that he did not 

recall any such transaction.  He explained there were a 

limited number of applications to export controlled military 

equipment (such as the netting in question) to Syria, and 

that his office would have reviewed and approved any such 

application. 

2.  (S) An interim check in Mr. Kyvetos' office files 

revealed that the company had not filed an application to 

export multispectral camouflage netting as of late 2006.  Dep 

Polcouns reminded Mr. Kyvetos that companies intending to 

circumvent international arms control protocols would not 

necessarily always comply with applicable regulations when 

seeking to sell controlled military hardware to third 

countries.  Dep Polcouns and Poloff reiterated that our 

purpose was to provide the GoG with information of which the 

U.S. was aware and which we believed would assist the GoG in 

looking into the activities of XXXXXXXXXXXX.  Mr. Kyvetos said he 

would follow-up with his colleagues in the Ministries of 

Defense and Finance and provide us with an update after he 

returned from a planned business trip in late April. 

3.  (S) Dep Polcouns and Poloff also revisited previously 

delivered points regarding, first, the suspected transfer of 

chemical industry products to the Iranian military (ref b) 

and, second, the Greek response to a demarche regarding U.S. 

concerns about the re-export of dual-use biological equipment 

by Greek firms to the Iranian Pasteur Institute (IPI) (ref 

c).  Kyvetos confirmed that he was aware of both issues 

(which were delivered via demarche to his predecessor).  He 

was not, however, able to provide a response during the 

meeting.  Kyvetos promised to provide Poloff with an update 

of any actions taken by the GoG since ref b and c demarches 

were delivered to his predecessor in the D1 Directorate. 

COUNTRYMAN 

=======================CABLE ENDS============================

id: 123981

date: 9/28/2007 13:33

refid: 07ATHENS1951

origin: Embassy Athens

classification: SECRET

destination: 07ATHENS801

header:

VZCZCXYZ0000

PP RUEHWEB

DE RUEHTH #1951 2711333

ZNY SSSSS ZZH

P 281333Z SEP 07

FM AMEMBASSY ATHENS

TO RUEHC/SECSTATE WASHDC PRIORITY 0391

INFO RUEHRL/AMEMBASSY BERLIN 1278

RUEHDM/AMEMBASSY DAMASCUS 0270

RUEHUNV/USMISSION UNVIE VIENNA 0049

----------------- header ends ----------------

S E C R E T ATHENS 001951 

SIPDIS 

SIPDIS 

E.O. 12958: DECL: 09/27/2117 

TAGS: PREL, PARM, ETTC, SY, GR 

SUBJECT: FOLLOW-UP: GREEK FIRM'S POSSIBLE BID TO SUPPLY 

MILITARY EQUIPMENT TO SYRIA 

REF: A. ATHENS 801 

     B. STATE 50278 

Classified By: Political Counselor Robin Quinville for 1.5 (b) and (d) 

1.  (S) PolMil Chief revisited ref A demarche (and ref B 

interim reply) with the MFA's Dionyssios Kyvetos, the 

responsible officer in the MFA's Directorate for 

International Organizations and Nonproliferation.  Kyvetos 

said that following his ref B meeting with Embassy officials 

in April 2007, he had checked with all relevant Ministries, 

and that there was no record of any application by XXXXXXXXXXXX to 

supply multispectral camouflage netting to Syria.  Should 

such an application be filed, he said that it would be 

denied; he affirmed that under Greek law, XXXXXXXXXXXX would have 

to file such an application and receive a license prior to 

exporting such material to Syria.  PolMil Chief reviewed 

verbatim the ref A points and emphasized the request that the 

GoG "take appropriate action to dissuade the exporter in 

question from this or any further cooperation with Syria." 

PolMil Chief also reiterated USG's reporting requirement 

under the Iran, North Korea and Syria Nonproliferation Act 

(INKSNA).  Kyvetos replied that absent a request from XXXXXXXXXXXX 

for an export license, there was little the GOG could do.  He 

did say, however, that he would again inform Ministry of 

Public Order (police and security services) officials of the 

USG concern with XXXXXXXXXXXX. 

COUNTRYMAN 

=======================CABLE ENDS============================

id: 137566

date: 1/16/2008 15:36

refid: 08ATHENS63

origin: Embassy Athens

classification: SECRET

destination: 07ATHENS1951|08STATE3713

header:

VZCZCXYZ0021

OO RUEHWEB

DE RUEHTH #0063 0161536

ZNY SSSSS ZZH

O 161536Z JAN 08

FM AMEMBASSY ATHENS

TO RUEHC/SECSTATE WASHDC IMMEDIATE 1016

INFO RUCNIRA/IRAN COLLECTIVE PRIORITY

RUEHDM/AMEMBASSY DAMASCUS PRIORITY 0278

RUEHUNV/USMISSION UNVIE VIENNA PRIORITY 0055

----------------- header ends ----------------

S E C R E T ATHENS 000063 

SIPDIS 

SIPDIS 

DEPARTMENT ALSO FOR ISN/CTR 

E.O. 12958: DECL: 01/15/2018 

TAGS: PREL, PARM, ETTC, SY, IR, GR 

SUBJECT: GREEKS SHARE U.S. NON-PROLIFERATION CONCERNS ABOUT POTENTIAL 

SALES TO IRAN AND SYRIA 

REF: A. STATE 3713 

     B. 07 ATHENS 1951 AND PREVIOUS (NOTAL) 

Classified By: A/Political Counselor Jeff Hovenier for 1.4 (b) and (d). 

1.  (S) On January 14, 2008, A/Political Counselor delivered 

ref A points on the possible sale of camouflage systems to 

Iran by the Greek firm XXXXXXXXXXXX S.A. to MFA First Counselor 

Dionyssios Kyvetos, the lead Greek MFA non-proliferation 

official.  Kyvetos responded that following our previous 

discussions related to potential XXXXXXXXXXXX sales to Syria (ref 

B), he had asked the Ministry of Finance and Ministry of 

Public Order to look into XXXXXXXXXXXX's activities.  Kyvetos also 

confirmed that XXXXXXXXXXXX has not, to date, applied for any 

export licenses for Syria or Iran, and that if it did seek to 

export any controlled items to Iran or Syria, the Government 

of Greece would refuse the license. 

2.  (S) Kyvetos followed up on January 16 to report the 

following: 

-- Ministry of Public Order - Allegations Valid:  The 

Ministry of Public Order has reviewed XXXXXXXXXXXX's activities and 

found that U.S. non-proliferation concerns are "valid." 

Ministry of Public Order officials are still reviewing the 

situation to determine if Greek laws have already been 

broken, or whether XXXXXXXXXXXX is simply "holding initial talks 

that could lead to illegal activities."  The Ministry of 

Public Order is preparing a report for the Ministry of 

Foreign Affairs that documents XXXXXXXXXXXX's suspect activities. 

Kyvetos said that the Government of Greece will share this 

report with us, once it is complete.  Kyvetos reiterated that 

the Government of Greece will "follow-up very closely" to 

ensure that there are no XXXXXXXXXXXX exports to Syria or Iran. 

-- Ministry of Finance - Irregular Registration/No Contact 

with XXXXXXXXXXXX:  Kyvetos also noted that the Ministry of Finance 

reviewed XXXXXXXXXXXX's status and discovered that it had an 

irregular registration.  XXXXXXXXXXXX's registration was based on 

statements that XXXXXXXXXXXX would produce solely for the domestic 

Greek market.  However, Ministry of Finance officials 

discovered that XXXXXXXXXXXX was registered as a company authorized 

to export.  The Ministry of Finance is reviewing this 

situation.  Following our ref B demarche, the Foreign 

Ministry pressed the Ministry of Finance to meet with XXXXXXXXXXXX 

officials and warn them about the potential consequences of 

attempting to export controlled items to Syria.  Ministry of 

Finance officials demurred, however, stating that they had no 

authority to do so absent clear indications of illegal 

activity.  Kyvetos said that the new information on potential 

sales to the ex Ministry of Public Order would likely change this 

situation. The Foreign Ministry will revisit this issue with the 

Ministry of Finance, once it has the Ministry of Public 

Order's report. 

SPECKHARD 

=======================CABLE ENDS============================

id: 155049

date: 5/22/2008 12:34

refid: 08ATHENS718

origin: Embassy Athens

classification: CONFIDENTIAL

destination: 08ATHENS63|08SECSTATE52030

header:

VZCZCXYZ0000

OO RUEHWEB

DE RUEHTH #0718 1431234

ZNY CCCCC ZZH

O 221234Z MAY 08

FM AMEMBASSY ATHENS

TO SECSTATE WASHDC IMMEDIATE 1858

----------------- header ends ----------------

C O N F I D E N T I A L ATHENS 000718 

SIPDIS 

DEPARTMENT ALSO FOR EUR/SE 

E.O. 12958: DECL: 05/22/2018 

TAGS: TRGY, PREL, PARM, MNUC, AORC, UNSC, KNNP, IR, GR, IAEA 

SUBJECT: GREEK MFA HELPFUL ON IRAN NON-PROLIFERATION 

REF: A. SECSTATE 52030 

     B. ATHENS 63 

Classified By: DepPolCouns Paul Carter for reasons 1.4 (b) and (d). 

1. (SBU)  Deputy PolCounselor delivered reftel A demarche on 

May 19 to the MFA A6 Directorate for Arab Countries and the 

Middle East, Giorgos Ayfantis .  Poloff delivered reftel 

demarche on May 22 to Loukas Tsokos at the MFA D1 Directorate 

of UN and International Organizations. Points were also 

provided to other embassy sections to deliver to their Greek 

contacts.  MFA interlocutors shared U.S. concerns regarding 

the need to block dual-use, critical needs technical 

equipment from reaching Iran. 

2.  (SBU) MFA contacts will also share the points with 

relevant colleagues at the Finance Ministry, as Greek Customs 

authority falls under the domain of the Ministry of Finance 

and the Finance Ministry could use its business outreach 

programs as a vehicle to disseminate information provided in 

reftel A. 

3.  (C) Poloff requested an update on the Ministry of Public 

Order's ongoing investigation into suspicious activities of 

Greek company XXXXXXXXXXXX S.A. with regards to the possible sale 

of camouflage systems to Iran (see ref B). Tsokos, having 

recently arrived at the MFA, was unaware of the case with 

XXXXXXXXXXXX but indicated he would follow-up with the Ministry of 

Public Order and update poloff shortly. 

SPECKHARD 

=======================CABLE ENDS============================

id: 157351

date: 6/9/2008 14:18

refid: 08ATHENS804

origin: Embassy Athens

classification: SECRET

destination: 08ATHENS63

header:

VZCZCXYZ0000

OO RUEHWEB

DE RUEHTH #0804 1611418

ZNY SSSSS ZZH

O 091418Z JUN 08

FM AMEMBASSY ATHENS

TO RUEHC/SECSTATE WASHDC IMMEDIATE 1949

INFO RUEHZG/NATO EU COLLECTIVE

RUEHDM/AMEMBASSY DAMASCUS 0294

RUCNDT/US MISSION USUN NEW YORK

----------------- header ends ----------------

S E C R E T ATHENS 000804 

SIPDIS 

E.O. 12958: DECL: 06/03/2018 

TAGS: ETTC, PARM, PREL, GR, IR, SY, PGOV 

SUBJECT: UPDATE ON POTENTIAL SALES TO IRAN AND SYRIA 

REF: ATHENS 63 

Classified By: A/POL COUNSELOR JEFF HOVENIER. 

REASONS 1.4 (B) AND (D). 

1.  (S)  On 2 June poloff met with Loukas Tsokos, First 

Secretary at the MFA D1 Directorate of UN and International 

Organizations at the latter's request to discuss GOG findings 

on potential sales to Iran and Syria by Greek firm, XXXXXXXXXXXX. 

Tsokas said XXXXXXXXXXXX's main product was fishing nets and 

according to Greek Customs, this nets had nver been declared 

dual or military use.  Tsokos added that XXXXXXXXXXXX had never 

submitted an application to export to countries of high risk 

such as Iran and Syria.  From 2004 and 2008, XXXXXXXXXXXX had 

exported to "FYROM" (Republic of Macedonia), Serbia, 

Pakistan, and Cyprus.  In all cases, XXXXXXXXXXXX declared to Greek 

Customs that it was exporting fishing nets.  Tsokos said the 

GOG suspected, however, that the receiving companies from 

these countries are then selling XXXXXXXXXXXX's products to other 

countries.  In particular, Tsokos said, the report mentioned 

the Serbian company Mile Dragic Production which was linked 

to a 2005 military equipment procurement scandal worth 300 

million Euro.  The report also said Mile Dragic Production 

had been associated with an organied crime team based in 

Serbia -"Zemun". 

2.  (S)  Despite our earlier suggestion (ref), Tsokos said no 

GOG officials had spoken with XXXXXXXXXXXX about these issues. He 

added the GOG was keeping a "close eye"  and is following all 

its activities.  He reiterated earlier assurances that should 

XXXXXXXXXXXX seek permission to export to a high risk country, the 

GOG would deny such requests. 

SPECKHARD 

=======================CABLE ENDS============================

id: 108514

date: 5/16/2007 15:26

refid: 07BERLIN999

origin: Embassy Berlin

classification: SECRET

destination: 06BERLIN2015|06BERLIN2849|06STATE11600|07STATE34341

header:

VZCZCXYZ0014

PP RUEHWEB

DE RUEHRL #0999 1361526

ZNY SSSSS ZZH

P 161526Z MAY 07

FM AMEMBASSY BERLIN

TO RUEHC/SECSTATE WASHDC PRIORITY 8296

INFO RUEHTH/AMEMBASSY ATHENS PRIORITY 0333

----------------- header ends ----------------

S E C R E T BERLIN 000999 

SIPDIS 

STATE FOR ISN/CB, EUR/PRA, AND EUR/AGS 

SIPDIS 

E.O. 12958: DECL: 05/15/2057 

TAGS: ETTC, PARM, PREL, CBW, GM, IR, GR 

SUBJECT: (S) SHIELD S14A-06: GERMAN REQUEST FOR INFORMATION 

ON SHIPMENT OF CHEMICALS TO IRAN 

REF: A. STATE 34341 

     B. 06 BERLIN 2849 

     C. 06 BERLIN 2015 

     D. 06 STATE 11600 

Classified By: Global Affairs Counselor Donald R. Shemanski, for reason 

s 1.4 (b) and (d). 

1. (U) This is an action request -- please see paragraph 3. 

2. (S) German MFA Export Control Division Desk Officer 

Andreas Kauke passed a request from the German Government 

concerning ref A and ref D to Global Affairs officer May 10. 

Ref D informed the German Government that the XXXXXXXXXXXX shipped over 40 metric tons of chemicals 

in June 2006 to the Iranian Defense Industries Organization. 

Ref A requested an update of any German investigations into 

this transaction.  Kauke said German authorities found during 

their investigation that the chemical shipped to Iran was 

mold powder.  This chemical is not listed on any Australia 

Group Common List, nor could the German Federal Intelligence 

Service (BND) determine any military use for it, Kauke said. 

Therefore, the export of this chemical would not require a 

license and the exporter violated no German law.  Kauke added 

that the BND queried U.S. authorities concerning a military 

use for mold powder but received no response.  Unless the 

German authorities receive some information indicating how 

the delivery of this chemical violated German export control 

laws or otherwise harmed Germany's national security 

interests, the authorities have no further action to take. 

3. (S) ACTION REQUEST:  Post requests guidance to respond to 

this German query. 

TIMKEN JR 

=======================CABLE ENDS============================

