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SUBJECT: CT TASK FORCE: CRITICAL INFRASTRUCTURE 
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1. (U) As requested in Reftel, this message contains Embassy 


Athens' assessment of critical infrastructure and key 


resources in Greece which, if destroyed, disrupted, or 


exploited, might have an immediate and deleterious effect on 


the United States. 


 


2. (U) Greek Shipping Industry: Greek companies own almost 


3,400 merchant vessels, making the Greek-owned merchant fleet 


the largest in the world. The Greek-owned fleet represents 


8.4 percent of the world,s total number of cargo ships and 


13.7 percent of the world,s tonnage.  Greek-owned ships are 


docked all over the world, and fly under a variety of flags. 


We assess that while an attack or natural disaster that 


incapacitated this industry would have a direct and negative 


impact on US commerce, the diffuse nature of the industry 


makes such events highly improbable. 


 


3. (U) Port of Piraeus: With an annual throughput of 


approximately 1.4 million TEUs (twenty feet equivalent 


unit),the Port of Piraeus is one of the ten busiest container 


traffic ports in Europe and the top container port in the 


eastern Mediterranean. In 2007, approximately 5,500 


containers were shipped from the port to the United States. 


The port is also the largest passenger port in Europe and one 


of the largest in the world. We assess that an attack or 


natural disaster at the port, depending upon its nature and 


severity, could have severe consequences in terms of lives 


lost and regional transport and could impact directly on US 


commercial interests. 


 


4. (U) Energy Pipelines: By 2013, Greece will be home to two 


of the most important energy pipelines in Southern Europe: 


The Burgas-Alexandroupolis oil pipeline and the 


Turkey-Greece-Italy gas interconnector (TGI). Damage to the 


former pipeline, which will bring Caspian crude to the Aegean 


in a way that bypasses the Bosporus, could have a moderate 


impact on international oil markets. If it were just one part 


of a joint attack or major disaster in the Straits, this 


could be a severe blow to global oil markets. A disruption of 


the TGI would have a devastating effect on the Italian gas 


market, which will be receiving 8bcm of gas through TGI. We 


assess that it would have no effect on the US gas market. 


 


5. (U) Souda Bay, Crete: Naval Facility Souda Bay, Crete is a 


major logistics and support base for U.S. forces flowing 


through the Mediterranean, both in and out of the Middle 


East. A catastrophic attack or natural disaster, conventional 


or unconventional, would likely have a significant, but not 


catastrophic, short term impact on US and coalition 


operations in Iraq and Afghanistan.  Although difficult to 


implement, other basing options could be quickly amended to 


ensure the maintenance of logistics support to Coalition 


Forces. An attack on US forces at Naval Facility Souda Bay 


would have a significant effect on US military operations in 


the Mediterranean, particularly U.S. Navy and Air Force. 


 


6. (U) Rail/Road Lines in Northern Greece: Major logistics 


support to ISAF forces flow overland via rail and road 


through Thessaloniki. A catastrophic attack or disaster on 


the rail or road lines leading into and out of Thessaloniki 


toward the North would significantly impact overland support 


to ISAF. However, there are other logistics options that 


could be implemented quickly to reestablish logistic support 


to the region. 


 


7. (U) Submarine Telecommunication Cables: There are a number 


of international fiber-optic telecommunication  cables that 


run through Greek territorial waters in the Mediterranean, 


most notably SEA-ME-WE-3, which provides links to Europe, the 


Middle East, and Asia, and Mednautilus, which connects the 


Mediterranean region to Western Europe and the US. Though the 


destruction of one of these cables would cause significant 


damage to US communication to these areas, we assess that it 


is unlikely that terrorists would have the technical 


capability to cut these cables because of their location deep 


in the Mediterranean. We presume that the cables were 


designed to withstand natural phenomena. 


SPECKHARD 
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SUBJECT: Greek Shippers Drowning in the Wake of Economic Pressures 


 


REF: ATHENS 1611; ATHENS 1581 


 


1.  (SBU) SUMMARY.  A seafaring nation for millennia, the 


resilience of the Greek shipping industry is being tested seriously 


for the first time since it rose to modern prominence in the 1960s. 


As the global economic crisis continues, and the demographics of 


international trade shift, the Greek shipping industry is straining 


to maintain its global status.  EconOffs attended the 3rd annual 


Greek Shipping Summit on November 3, and the 9th annual Navigator 


conference on November 4, where it was clear that Greek shippers 


are feeling increasing pressure on multiple fronts, including: 


increased piracy; new environmental, safety, and labor regulations; 


China's expanding role in the industry; and recent changes in 


domestic political portfolios.  How the Greek shipping industry 


addresses these challenges will impact the transport of U.S. 


exports-25 percent of which are carried by Greek-owned ships.  END 


SUMMARY. 


 


 


 


2.  (SBU) Greece controls the world's largest merchant fleet in 


terms of dead weight tons (DWT), with 4960 vessels-33 percent of 


which are Greek-flagged.  (Note: Greek-flagged vessels make up 


approximately 6 percent of the world total.  End Note.)  The 


industry employs 250,000 individuals (though few Greeks), and 


includes 25,000 seafarers and 1200 shipping companies.  Second only 


to tourism, shipping contributed 18 billion Euro to the Greek 


economy in 2008, and shipping receipts account for approximately 


6-8 percent of Greece's GDP.  As a result of the recent global 


economic crisis, Greece's shipping income fell 31.3 percent in the 


first eight months of 2009, and shippers are bracing for the 


situation to get worse before it gets better. 


 


 


 


------------------------------ 


 


Piracy's Economic Toll 


 


------------------------------ 


 


 


 


3.  (SBU) Stelios Drakakis, Head of the Marine Insurance Division 


of ISB Hellas, reported that piracy has cost the global shipping 


industry an estimated 16 billion USD.  He noted that there have 


been 309 attacks (at least 10 of which were against Greek-owned 


ships) by pirates in the first nine months of 2009-more than all of 


2008.  With attacks on the rise and average ransom payments at 1 


million USD, the industry is struggling to combat this financial 


drain on both shipping companies and government coffers alike. 


Egypt's Suez Canal revenues, for instance, are projected to fall 


from 5 billion USD in 2008 to 3.1 billion USD in 2010. 


 


 


 


4.  (SBU) Most Greek shippers support current International 


Maritime Organization (IMO) piracy guidelines, but many continue to 


debate best practices for mitigating the threat of piracy now and 


in the future.  Some in the industry are lobbying for the Gulf of 


Aden to be declared a "Naval War Zone" and for international forces 


in the Gulf to conduct operations against the pirates.  This would 


affect any insurance clauses with "war exclusions."  Currently, 


most general maritime insurance policies cover piracy, but 


individual underwriters often remove it, thereby creating the need 


for supplemental war risk insurance and increasing the cost to 


transport goods. 


 


 


 


5.  (SBU) Greek shippers have been open with us about the 


possibility of Greece signing the New York Declaration on best 


practices for merchant vessel self protection, but the GoG is 


resisting (see reftel A).  Greece is, however, an active 


participant in the Contact Group. 


 


 


 


--------------------------------------------- ---------------------- 


-------- 


 


Companies Struggling with Strength of Shipyard Capacity 


 


--------------------------------------------- ---------------------- 


-------- 


 


6.  (SBU) As demand for drybulk and other cargo declines alongside 


global GDP, the industry is facing an oversupply of shipyard 


capacity.  With the recent decline in available credit, and most 


shipping companies over-leveraged, many are seeking to cancel or 


renegotiate the price of previously ordered ships.  According to 


Philip Embiricos, former president of the Baltic and International 


Maritime Council (BIMCO), more than 50 percent of deliveries 


scheduled for 2010 and later are still without secured financing. 


Michael Bodouroglou, CEO of Paragon Shipping, stressed that 77 


percent of the world order book would need to be cancelled to bring 


supply and demand to the ideal equilibrium (with a 10 percent 


difference).  Shippers are concerned that even without financing, 


shipyards will continue to fill all outstanding orders to maintain 


shipyard employment.  Though politicians do not agree, Embiricos 


argued that industry representatives should pressure governments to 


cut shipyard capacity. 


 


 


 


--------------------------------------------- ------------------- 


 


The Struggle to Accommodate New Regulations 


 


--------------------------------------------- ------------------- 


 


 


 


7.  (SBU) Greek ship owners are hoping that the UN Climate Change 


Conference does not yield what they perceive to be extreme 


restrictions on their emissions.  International shipping currently 


accounts for 2.7 percent of global CO2 emissions, and without a 


change in practice, shipping CO2 emissions will reach 7,000 million 


tons per year in coming years (38 percent of the global CO2 cap 


according to Copenhagen plans).  Implementing additional 


restrictions on this industry, however, will be difficult, as ship 


owners already consider themselves held to unfairly high emissions 


standards, with some arguing that EU environmental regulations and 


emissions standards should either be abolished or financially 


subsidized by the government.  For the last several years, Greek 


shippers have looked to the United States as an ally against 


excessive EU environmental positions in the IMO.  Fearing a shift 


in U.S. support, several recently traveled to Washington to take 


the pulse of congressional staff. 


 


 


 


8.  (SBU) Other new regulations affecting the industry include new 


tugboat safety regulations proposed by the United States for U.S. 


harbors, which will subject tugboats (previously uninspected) to 


formal safety inspection by the U.S. Coast Guard.  The regulations 


are expected to be in place by January 2010, but will be open for 


industry comment beforehand. 


 


 


 


9.  (SBU) The Maritime Labor Convention (MLC) of 2006 is expected 


to be in place by December 2011, after most European countries 


ratify it in 2010.  Vessels over 500GT engaged in international 


shipping will be required to carry a Maritime Labor Certificate, 


which attests to the working and living conditions of the vessel 


and compliance with flag state laws.  All flag states will have to 


review current national legislation to ensure MLC compliance. 


 


 


 


--------------------------------------------- ---------------------- 


------ 


 


China's Position in the Changing Shipping Demographic 


 


--------------------------------------------- ---------------------- 


------ 


 


 


 


10.  (SBU) China's role in the shipping industry-direct and 


indirect-mirrors its rising position in the global economy.   As 


Chinese domestic construction expands as a result of its rapidly 


growing and competitive economy, its demand for iron ore imports 


and related shipping services also is increasing.  Shifting labor 


demographics mean that Chinese demand for imported energy and 


construction materials will increasingly be met by ships manned by 


Chinese seafarers.  Greek fleets have used primarily Filipino, 


Chinese, Indian, and Ukrainian seafarers, but the pool of available 


seafarers is ageing, with a general shift away from the profession 


everywhere except China.  Though the number of Filipino workers in 


the global market is steadily increasing (many going to the Middle 


East), the number of Filipino seafarers is also declining.  As a 


result, China is likely to displace the Philippines as the next 


 


largest supplier of seafarers.  Greece has not been successful in 


attracting its own youth into the merchant marine and is 


contemplating how to make the sector more attractive to Greek 


graduates and recent immigrants to Greece who suffer from high 


unemployment. 


 


 


 


11.  (SBU) Conference participants were also seized with China's 


increasing role in shipbuilding.  China recently surpassed South 


Korea as the world's largest shipbuilder, with 34.7 percent of the 


market.  China has a comparative advantage as a result of its cheap 


labor and availability of land to expand shipyards, and it has 


gained additional market share by offering generous loan terms to 


foreign buyers and domestic shipbuilders.  The Chinese also have 


started to purchase some of the shipyard overstock that Greek and 


other western European ship owners cannot absorb given the current 


lower cargo demand.  These ships are purchased cheaply and 


immediately incorporated into the Chinese shipping fleet, according 


to Denis Petropolis of Braemer Seascope. 


 


 


 


12.  (SBU) On shore, Beijing-based China Ocean Shipping Company 


(COSCO) has secured a 35-year concession to manage one of two 


existing terminals and to rebuild a third terminal at Piraeus, 


Greece's largest port and the top container port in the eastern 


Mediterranean.  This controversial 4.3 billion Euro deal between 


COSCO and the Piraeus Port Authority (OLP), which will expand 


Greece's role in Mediterranean shipping and transport, sparked a 


series of recent strikes by Greek dockworkers that cost businesses 


and the Greek government tens of millions of Euro in lost revenue 


(see reftel B).  Despite the labor tensions, China is not backing 


away from the terms of the deal, and the GoG has said it will 


enforce its terms. 


 


 


 


--------------------------------------------- --------------------- 


 


Shipping Takes a Hit in the Reshuffle of Ministries 


 


--------------------------------------------- --------------------- 


 


 


 


13.  (SBU) Following Greece's October 2009 elections, and the 


installation of a PASOK government, the Ministry of Mercantile 


Marine, Aegean Sea and Island Policy was split up, with commercial 


shipping issues now falling under the Ministry of Economy, 


Competitiveness, and Shipping.  Industry representatives are 


clearly annoyed at the change, and sense that their issues might 


get less attention than they have been accustomed to.  One of the 


conference speakers even argued that the industry should "revolt" 


against the dismantling of the Ministry of Mercantile Marine.  That 


Minister Louka Katseli cancelled her keynote address to the 


Navigator conference at the last minute did not help, and was noted 


by one of the speakers. 


 


 


 


 


 


14.  (SBU) Comment:  Greece's shipping industry is facing a diverse 


set of new challenges at a time when the global economic crisis is 


already dampening shipping demand.  Greek shippers are confident 


that they will weather this storm, but their role as the industry 


giant could erode in the long-term as China and other new actors 


offer competitive alternatives and expand their presence in the 


sector.  With 25 percent of U.S. exports being moved by Greek-owned 


ships, how Greek shippers address these challenges, and whether 


they do so successfully, will affect the nature of how U.S. goods 


are moved to international markets. 


Speckhard 
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E.O. 12958: N/A 


TAGS: ECON, EWWT, GR, KTIA, PTER 


SUBJECT: CSI: ONE YEAR LATER 


 


1. (SBU)  Summary: One year after the signing of the 


Container Security Initiative (CSI), the program continues to 


operate in the Port of Piraeus.  Unfortunately, staffing and 


efficiency problems are marring the effectiveness of the 


program. The GoG has requested a one-year extension for the 


use of a non-intrusive container inspection device, 


originally borrowed from Customs and Border Protection (CBP) 


before the Olympic Games.  The extension has been requested 


to allow the GoG time to procure its own inspection 


equipment, a move mandated and financially supported by the 


EU.  CPB has provisionally approved a six month extension 


contingent upon the assignment of additional Greek customs 


staff to the CSI program.  End summary. 


 


STAFFING AND EFFICIENCY 


----------------------- 


2. (SBU)  The CSI program celebrated its one year anniversary 


in Greece last month.  Though Greece has cooperated well with 


CBP in establishing the CSI, Greece,s main difficulty in 


supporting this initiative is the lack of sufficient 


inspectional staff in the Port of Piraeus.  Though CBP 


trained 25 to 30 police and customs officers in the proper 


use of the non-intrusive imaging (NII) equipment before the 


Olympics, staffing has since been drastically reduced to only 


two employees. Most trained officers were assigned only to 


assist in Piraeus during the Olympic Games  (note: two 


employees are required to operate an NII machine). 


Therefore, in the absence of one Greek staffer, through leave 


or illness, inspection is impossible without assistance from 


CBP officers.  CSI program guidance also recommends a third 


staff member be present to maintain a secure perimeter around 


the inspection site.  The Port Authority maintains that 


another dedicated staff member is not required because of the 


placement of the inspection facility with a secure zone. 


 


3. (SBU)  The efficiency of the CSI program is being affected 


by the poor location and insufficient size of the NII 


inspection site.  Due to these constraints, only three to 


twelve containers are scanned per day, a number that could be 


30-40, given even a handful more employees and better 


positioning of the inspection site.  USCBP officers have 


raised this issue with their Greek counterparts and are 


exploring remedial options. 


 


EXTENDING LOAN ON INSPECTION EQUIPMENT 


-------------------------------------- 


4. (SBU)  In support of the 2004 Olympic Games, CBP and GoG 


signed an MOU lending two NII machines to the GoG.  It was 


agreed that the Greek Customs Service would return one 


machine following the Games, which was done, and the other 


after one year.  In an August 9 meeting with Apostolos 


Tsigakos, advisor to Deputy Minister of Finance Adam 


 


SIPDIS 


Regouzas, ICE Attache and CBP CSI Team Leader were asked for 


a one-year extension on the loan of the remaining NII machine. 


 


5. (SBU)  The impetus behind this request is a move by the EU 


to support the installation of non-intrusive imaging devices 


at key Greek land and sea ports of entry.  The EU will cover 


seventy-five percent of the 16 million euro cost, with the 


GoG funding the remainder.  It seems likely, therefore, that 


the GoG will at least delay, if not cancel, the tender 


circulated by the previous PASOK government for one NII 


machine for CSI so that it can be included in a new tender 


along with the EU funded procurements. 


 


6. (SBU)  CBP HQ has agreed to a six month extension of the 


loan of the NII equipment on the condition that two 


additional Greek Customs Officers be assigned to CSI as well 


as an improvement in the inspection site to increase the 


number of inspections.  Assurances that these conditions will 


be met were given by Mr. Tsigakos at the August 9 meeting. 


Prior to the end of the six month extension, CBP will 


consider a GoG request for any additional loan of NII 


equipment. 


 


7. (SBU)  Comment:  In the lead up to the Olympic Games, the 


GoG made great strides to effectively implement the CSI. 


Following the successful conclusion of the Games, GoG has 


paid less attention to inspection, much to the frustration of 


CBP officers assigned to the Port of Piraeus.  Post will 


continue to support GoG efforts, however, and push for 


additional GoG resources to be devoted to the program.  With 


the EU pushing for the expansion of the program, however, and 


its willingness to provide substantial financial support, the 


GoG will hopefully proceed with effective execution and 


expansion of CSI.  End comment. 


RIES 
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DEPARTMENT ALSO FOR EUR/SE 


 


E.O. 12958: DECL: 03/31/2018 


TAGS: GR, NATO, ODC, PARM, PGOV, PREL 


SUBJECT: SCENESETTER: ADMIRAL FITZGERALD VISITS ATHENS 


 


Classified By: Ambassador Speckhard for reasons 1.4 (b) and (d) 


 


1.  (SBU) Welcome to Athens.  We look forward to hosting your 


visit which comes at an important time, during the Bucharest 


Summit, in the U.S.-Greece bilateral relationship.  As you 


know, Greece is an important NATO ally and strategic partner 


of the U.S., as well as a member of the European Union. 


Athens was transformed for the better by the 2004 Olympic 


Games.  Greece is less idiosyncratic politically than in the 


past and more internationally involved.  Relations with 


Ankara, while not trouble-free, are better than in the 


1990's, and Greece is one of the most steadfast advocates of 


eventual full EU membership for Turkey. 


 


----------------- 


POLITICAL CLIMATE 


----------------- 


 


2.  (SBU) National elections were held in September 2007 and 


Prime Minister Kostas Karamanlis of New Democracy, Greece's 


center-right party, won another 4 years in government. 


However, New Democracy won by a narrow margin and maintains a 


razor thin majority of only one seat after losing 13 seats in 


Parliament.  Strong gains by the far right and left parties 


as protest votes and hard line views on Macedonia have had an 


impact on U.S. dialogue with the GoG on Macedonia's NATO 


accession, and it has been even more difficult to persuade 


Athens to increase its contribution to ISAF and other NATO 


missions.  The economy is performing well, aided by good 


growth in the Balkan region and Greece's adoption of the Euro 


in 2002. 


 


 


3.  (C) While the probability of any major military 


confrontation is remote, much time and energy is spent in the 


military stand-off with Turkey.  Both sides are unable to 


resist the frequent temptation to poke the other in the eye. 


The Greeks parse very carefully any U.S. statements over 


Cyprus or the Aegean, with an eye towards scoring points 


against the other side.  We encourage all senior visitors to 


carefully word any reference to those two problems. The GoG 


dearly wants recognition of the Greek role and contributions 


to stability in the Balkans.  In particular, the US military 


to military relationship with Greece is the strongest 


bilateral relationship we have and the Greek military is very 


eager to maintain that strong relationship.  Your visit will 


reinforce the US commitment to that relationship. 


 


-------- 


MEETINGS 


-------- 


 


4.  (SBU) You are scheduled to meet with three primary 


military interlocutors; Deputy Defense Minister Tousoulos, 


CHOD General Demitries Grapsas and the new Chief, Hellenic 


Naval General Staff, Vice Admiral George Karamalikis. 


Although military issues are important and will be the likely 


focus of your meetings, five very important political issues 


dominate Greek thinking and will also be addressed during 


your meetings with General Grapsas and Deputy Minister 


Tousollous.  Each is addressed below. 


 


--------- 


MACEDONIA 


--------- 


 


5.  (SBU) Following the breakup of Yugoslavia, Greece 


objected to the Republic of Macedonia's name.  Greeks 


consider the unmodified use of "Macedonia" a usurpation of 


their heritage and warn that it could encourage irredentism 


towards Greece's northern province of the same name.  In 


1995, the U.S. helped broker an "Interim Accord" between 
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Greece and Macedonia positing that Greece would not object to 


the use of the name, "the Former Yugoslav Republic of 


Macedonia" (FYROM) until the two countries could decide on a 


mutually acceptable solution through UN-led negotiations. 


The U.S. decision in November 2004 to recognize the Republic 


of Macedonia by its constitutional name in bilateral 


relations touched off a storm of controversy in Greece.  We 


have repeatedly urged both sides to lower the rhetoric and 


engage in negotiations led by Matthew Nimetz under the 


auspices of the United Nations.  Positions have hardened as 


the April 2008 NATO Summit approaches with the possibility of 


a NATO invitation to Macedonia.  Greece has made clear it 


will veto the invitation absent a settlement of the name 


issue, notwithstanding its commitment in the "Interim 


Accord".  We continue to urge both countries to work for a 


mutually agreeable solution through the UN/Nimetz process. 


If your Greek interlocutors raise this contentious issue, 


they will make the point that future members must strengthen 


security for all allies.  For Greece, this cannot happen in 


the case of Macedonia until it recognizes the need for good 


neighborly relations and a recognition 


in the name issue. 


 


 


------ 


KOSOVO 


------ 


 


6.  (C) Greece has not recognized Kosovo's independence, 


although we continue to encourage the Greeks to do so.  In 


the lead-up to Kosovo's independence, the Greeks consistently 


expressed concerns about the prospect of Kosovo's 


independence over Serbia's objections.  Greek antipathy 


largely stemmed from a knee-jerk affinity for the Serbian 


position (based, among other things, on Orthodox solidarity), 


but also from concerns of a possible negative precedent for 


Cyprus and a possible reactionary response in Serbia that 


could destabilize the region.  However, the Greeks have not 


resisted or further complicated Kosovo's independence.  They 


did not object to EU decision making on a Rule of Law 


Mission, they have pledged substantial personnel to the EU 


Rule of Law Mission, they have pledged to maintain their 


force levels in KFOR, and they have provided staff for the 


International Civilian Office (ICO).  We continue to make the 


point that Kosovo requires friends in the region who are 


committed to its success, political stability, and economic 


growth.  The Greeks accept this point, but also assert that 


it is important to maintain Serbia's European orientation; 


Greece has been among the most active players in the EU in 


engaging with Serbia post-Kosovo independence and in 


encouraging Serbia's European and Euro-Atlantic perspective. 


The Greeks maintain two mechanized infantry battalions in 


Kosovo. These are subordinate to the 2nd Mechanized Infantry 


Division in Edessa, one of their few 'high readiness units'. 


 


 


------------- 


ENERGY ISSUES 


------------- 


 


7.  (SBU) Greece is seeking to play a prominent new role as 


an energy pipeline hub to western Europe.  We see the most 


significant development as the Turkey-Greece-Italy 


Interconnecter (TGI), which could be the first pipeline to 


carry Caspian gas to Europe without going through Russia or 


through Russian-controlled pipelines.  It is an important 


step in realizing our Southern Corridor strategy of 


increasing energy diversity and security for Europe, and we 


have actively encouraged Greece to contract for gas from 


Azerbaijan.  Greece has found itself in the cross hairs of an 


intense effort by Russian Gazprom to block TGI through any of 


a number of means, including proposing a competing pipeline 
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called the Southstream. The Russian aim is to block the 


provision of Azeri gas to Europe through Greece.  Although 


Greece relies on natural gas for less than 5 percent of its 


energy needs (but plans to expand this amount significantly 


under EU greenhouse gas guidelines), 80 percent comes from 


Gazprom, making Greece reliant on continued Russian goodwill 


in the short-medium term. 


 


8.  (SBU) Meanwhile, Greece, Bulgaria, and Russia have agreed 


to construct the Burgas-Alexandroupolis Bosporus Oil Bypass 


Pipeline (BAP) and have their national oil companies share 


ownership.  We support this initiative insofar as it is 


commercially feasible.  The Embassy and Washington agencies 


have been actively promoting with Greece the need for 


increased European energy security and diversification.  It 


will be useful for you to reinforce U.S. appreciation for 


Greece's courage in standing up to Russian pressure on gas 


issues and to build contacts with Central Asian suppliers. 


 


-------------------- 


GREECE-TURKEY-CYPRUS 


-------------------- 


 


9.  (SBU)  Against the sway of public opinion, the GOG 


remains supportive of Turkey's EU accession hopes and 


understands that a Turkey in the EU is in Greece's long-term 


strategic interest.  The Cyprus issue, however, is the 


sticking point.  The issue has been stymied since the Greek 


Cypriots rejected the Annan plan to reunify the island in a 


2004 referendum (Turkish-Cypriots accepted the Plan).  While 


Athens quietly backed the Annan Plan, the Greek Government 


also believed it should stand by the Government of Cyprus and 


the vote of theGreek Cypriots.  The Greeks are cautiously 


optimistic with the new opportunities aising from the 


election of Cypriot Christofias and his stated intent of 


working with the Turkish Cypriots to resolve the issue.  They 


remain suspicious that Turkey may not be as committed to 


achieving a permanent settlement to the issue, and 


particularly worry that the Turkish General Staff (TGS) may 


stymie Turkish Cypriot efforts to make progress. 


 


10.  (SBU)  Although Greece and Turkey still differ on issues 


such as Aegean air/seaspace demarcation and Greece often 


complains of alleged Turkish air incursions in the Aegean, 


rapprochement remains a leitmotif of their bilateral 


relations.  During 2004, there were 500 mock dog fights 


attributed to the demarcation disputes between the two 


countries.  In 2006, the number was reduced to 150 but 


tensions again arose in May 2006 when a Turkish F-16 collided 


in international airspace with a Greek F-16.  Both 


governments quickly brought the situation under control 


successfully averting a potentially explosive situation. 


Both sides adhere to the provisions of an informal CBM where 


both suspend close aerial activity from June to September to 


avoid potentially destabilizing incidents during peak tourist 


season.  Additionally, there is a great deal of reoccurring 


dissension related to the issue of over-flights of 


demilitarized Aegean islands during NATO exercises.  This 


controversial issue repeatedly emerges often forcing the 


withdrawal of Greek support for NATO exercises in the region. 


 


 


11.  (S/NF)  We understand the Greeks are preparing to submit 


plans to NATO to request NATO support for an exercise over 


the controversial island of Agios Efstratios.  Should they 


raise this issue during your visit, we recommend you simply 


note our expectation that the Greeks follow the policy 


guidance they have received from CC-AIR Izmir Commander Lt 


Gen McFann exactly,  that any deviation from these letters 


would automatically result in the withdrawal of NATO support, 


and that the question of whether NATO can support this 


request will be evaluated once the plans are submitted.  As 


 


ATHENS 00000469  004 OF 004 


 


 


you are aware, the Izmir policy letters specify that the 


mission must be on the 3 month forecast; it must provide 


Izmir specific flight details no later than 14 days prior to 


the flight and the Air Tasking Order (ATO) must be shared 


with the adjacent CAOC no later than 1 day prior to the flight 


 


 


--------------------------------------------- ----- 


GREEK MILITARY CONTRIBUTIONS TO GWOT AND ELSEWHERE 


--------------------------------------------- ------ 


 


12.  (C) At every opportunity, and at every level, we 


encourage the Greeks to contribute more to the war efforts in 


Iraq and Afghanistan.  Recently, the Ambassador met with 


Minister of Defense Meimarakis and pressed him hard for a 


Provincial Reconstruction Team in Dai Kundi, heavy lift 


helicopters, more personnel in the OMLT in Jalalabad, and 


removal of the caveats.  He did not reject any of the 


requests outright but has yet to respond.  We encourage you 


to repeat those same requests during your meetings with the 


Deputy Minister and the CHOD.  We recommend that you lead off 


by acknowledging and expressing appreciation for ongoing 


Greek support at Souda and for the MOD's commitment to 


provide personnel to the U.S. embedded training team in 


Kabul.  Greece offered an OMLT with the provision that the 


Kabul-only caveat could be met.  NATO came back with two 


options: a Greek-led OMLT in Jalalabad (which is outside the 


60 kilometer caveat but within NATO's RC-Capital region) or 


to provide staff to a U.S. embedded training team in Kabul. 


Greece has opted for the latter, thus far. 


 


13.  (C) Although Greek contributions in Iraq and Afghanistan 


are limited, Greek contributions to other important GWOT 


initiatives are substantial and should not be overlooked. 


When Turkey refused to allow the U.S. coalition to operate 


from bases in their country during the last war, the USAF 


moved 6 KC-135 tankers from Incirlik to Souda Bay Airfield 


where the Greeks helped fuel them.  For U.S. ground forces, 


the Souda Bay port complex and the airfield allowed the 4th 


Mechanized Infantry Division to quickly shift from the north 


to the south in time for the start of the war. Greece allows 


over 24,000 over-flights a year and participates in OAE/OEF, 


KFOR, and UNIFIL.  Although it is fine to thank them 


privately during meetings, Greek public sentiment is strongly 


anti-war, so the help Greece gives us at Souda Bay and with 


frequent transshipments of ammunition are subjects they would 


like to keep private avoiding any public acknowledgments. 


 


14.  (C) A very important part of our engagement with Greece 


is our robust ship visit plan.  The Hellenic National Defense 


General Staff (HNDGS), the Hellenic Coast Guard and the 


Hellenic National Police have been very supportive opening 12 


additional ports for ship visits from 6th Fleet vessels. The 


security surveys for these ports are finished and new ports 


are under consideration.  Last year, 73 US ships visited 10 


different Greek ports outside Souda Bay and this year, 14 


ships have visited 5 different ports.  The ongoing Lebanon 


crisis has necessitated several recent cancellations but once 


that situation changes, we hope to see an increase in visits. 


 Additionally, we look forward to hosting a carrier visit 


this year. 


SPECKHARD 
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Classified By: Ambassador Frank C. Urbancic for reasons 1.5 (b) and (d) 


 


1.  (U) This telegram contains Embassy Nicosia's assessment 


of critical infrastructure and key resources on Cyprus which, 


if destroyed, disrupted, or exploited, might have an 


immediate and deleterious effect on the United States. 


Embassy responses are keyed to Reftel. 


 


2.  (SBU) Reftel Para 13:  The Embassy does not believe that 


the loss of Cyprus-owned physical infrastructure, nor the 


interruption of key resource exports from the island, would 


immediately affect the security, national economic security, 


and/or public health or safety of the United States.  A 


Connecticut-sized Mediterranean island some 5000 miles from 


the East Coast of the United States, Cyprus simply is too 


small, too distant, and too lacking in natural resources to 


affect U.S. interests in that fashion. We are unaware of any 


direct physical linkages, such as pipelines or undersea 


telephone cables, between Cyprus and the United States, for 


example.  Similarly, there are no sole or predominantly 


Cyprus-sourced minerals or chemicals on which U.S. industry 


is dependent. 


 


3.  (C) Reftel Para 10:  Under the terms of the 1960 


independence treaties, Great Britain was allowed to retain 


two "Sovereign Base Areas" (SBAs) and several isolated sites 


scattered throughout Cyprus, such as the RAF radar dome on 


Mt. Olympus, the island's highest point, and various antenna 


arrays in Ayios Nikolaos, near Famagusta.  Via varied formal 


agreements and informal arrangements, the United States 


enjoys some access to and benefits from these UK facilities. 


Unlike the Cyprus-owned infrastructure noted above, the 


damage or complete loss of SBA-housed facilities would pose a 


threat to our national security interests in the eastern 


Mediterranean. 


 


4.  (SBU) Embassy staff regularly raise concerns regarding 


vulnerabilities to local infrastructure with Cypriot 


interlocutors and have offered ideas, funding, and training 


to meet them.  Other Mission elements have engaged Cypriot 


counterparts in hopes of improving their humanitarian relief 


and crisis response operations. 


Urbancic 
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