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SIPDIS 

SENSITIVE 

FOR H - PLEASE PASS CODEL PRYCE FROM AMBASSADOR CHARLES RIES 

E.O. 12958: N/A 

TAGS: OREP, PREL, PGOV, ASEC, PHUM, GR, VISIT 

SUBJECT: SCENESETTER FOR CODEL PRYCE'S MARCH 29-30 VISIT TO 

ATHENS 

REF: A. STATE 51348 

     B. ATHENS 831 

 SENSITIVE BUT UNCLASSIFIED -- PLEASE HANDLE ACCORDINGLY. 

1.  (U)  I want to warmly welcome you to Athens.  As you have 

requested, we have arranged a schedule focused on trafficking 

in persons.  This issue is a high priority for the Embassy. 

In the short time you have with us, I hope you get a good 

overview of Greece's efforts to fight this scourge.  I look 

forward to meeting with you, and the Embassy will do all it 

can to make your visit a productive and enjoyable one. 

TIP 

--- 

2. (SBU)  Sadly, Greece is a country of transit and 

destination for women, men, and children who are trafficked 

for sexual exploitation and forced labor.  Most women come 

from Eastern Europe and former Soviet states, and there have 

been some recent reports of African women victims.  Albanian 

children make up the majority of child victims who are 

trafficked for forced labor and petty crimes.  According to 

NGO and police officials, the child trafficking phenomenon in 

Greece continues to diminish as more Albanian parents are 

able to emigrate to Greece rather than "rent" their children 

to traffickers.  There are also reports of some male victims 

trafficked from South Asia, Afghanistan, and Pakistan for 

forced labor. 

3.  (SBU)  During your visit, you will have a meeting with 

representatives of a wide variety of anti-TIP 

non-governmental organizations (NGO).  Many of these NGOs are 

recipients of funding from the Ministry of Foreign Affairs. 

The GoG cooperates with NGOs and the new National Action Plan 

provides for formal meetings between the GoG and NGOs (the 

most recent occurred March 16).  NGOs will likely describe 

their desire for greater involvement in the critical 

victim-screening process and greater access to the women's 

immigrant detention facility near Athens.  You will also 

visit the trafficking shelter of the NGO "Doctors of the 

World" (MdM), where some potential victims are currently 

being hosted.  Additional information on the specific NGOs 

you will meet with will be provided in your briefing book. 

4.  (SBU)  You will also have the opportunity to meet with 

government officials during a lunch that the Ministry of 

Foreign Affairs (MFA) will host for you.  Ambassador Verros, 

the new national coordinator for anti-trafficking, will 

describe the efforts made by the government during the past 

year to fight trafficking.  An interministerial council of 

Secretaries General from relevant ministries has been 

SIPDIS 

established and in August, the government published the 

"National Action Plan to Combat Trafficking in Persons."  The 

Secretaries General of the Health, Justice, and Public Order 

SIPDIS 

Ministries, which have primary involvement in the trafficking 

issue, have been invited to attend the lunch, and will 

describe the efforts of their ministries in prosecution and 

prevention.  You will also hear "independent" views from the 

head of the International Office of Migration-Greece (IOM) 

which is involved in victim repatriation, and the Greek 

Ombudsman for Children, who provides recommendations to the 

government related to child trafficking. 

5.  (SBU)  During your visit, you will have a brief 

on-the-record press roundtable event.  The invited press will 

be familiar with the TIP issue.  They may express interest in 

the TIP report tier ranking process and why you chose to 

visit Greece.  We will have embassy experts on hand to 

address specific issues in Greece.  You might take the 

opportunity of the press briefing to discuss our interest in 

TIP as a global issue, and efforts in the U.S. to address the 

problem.  Additional Greece-specific talking points will be 

provided in your briefing book.  We see your visit as a good 

opportunity to underline for the media the USG's broad-based 

interest in this topic. 

Political and Economic Context 

------------------------------ 

6.  (SBU)  Your visit comes in the aftermath of a highly 

successful -- but expensive -- Olympic Games last year.  We 

were involved in nearly all aspects of Olympics security, and 

this close cooperation with the Greek government has paid 

dividends in other security-related fields.  Along with other 

allies and friends, we congratulated (and continue to praise) 

Greece for presiding over a safe and secure Games. 

7.  (SBU)  U.S.-educated PM Costas Karamanlis, in power since 

March 2004, has had little time to bask in the afterglow, 

however.  He now must make tough choices to bring his 

government's deficit under control, in line with EU policy. 

He must also confront the painful, but necessary task of 

making Greece's economy more competitive by privatizing 

inefficient state industries and attracting foreign 

investment.  Adding to the post-Olympics malaise are recent 

scandals involving corrupt judges and theft of antiquities, 

trial-fixing, and other illegal (and immoral) behavior by 

high-ranking clerics that has shaken the powerful Orthodox 

Church to its foundations. 

8.  (SBU)  The good news is that our relations with the Greek 

government are good and getting better, despite policy 

differences (Iraq, Kyoto, the ICC).  Our primary objective 

now is to find ways to encourage Greece to become a more 

active partner on our regional and global agendas.  This is 

particularly true given Greece's current two-year (2005-2007) 

seat on the UN Security Council and willingness to take an 

active part in resolving long-standing problems in the 

Balkans -- including the status of Kosovo, the Macedonia name 

issue, and bringing war criminals to justice. 

9.  (SBU)  One area of continuing concern for us is the issue 

of domestic terrorism.  Greece has made progress in past 

years convicting key members of the infamous November (N17) 

terrorist group, responsible for killing many Greeks and five 

USG employees over the course of its bloody, 30-year history. 

 We are concerned that the December 2004 brutal assassination 

of a Greek police officer guarding the residence of the 

British army attach may represent the emergence of a 

follow-on terrorist group.  The Greek justice system's 

lenient attitude toward N17 and other Greek terrorist 

convicts -- two were recently released on health grounds -- 

and continuing violent anarchist activity raise concern about 

a re-emergence of domestic terror. 

Greek Public Opinion 

-------------------- 

10.  (SBU)  A word on Greek public opinion and the media 

generally.  The Greek public's negative opinion toward U.S. 

policy reflects grievances over our perceived historical 

favoritism toward Turkey, American support for the former 

Greek military junta, our actions in Iraq, and, most 

recently, our policy to recognize Macedonia by its 

constitutional name ("Republic of Macedonia"), which many 

Greeks saw as a deliberate snub against their historic claims 

to this designation.  Polls bear this out:  some 93 percent 

of Greeks opposed the war in Iraq and a large majority (80 

percent) believe the U.S. plays a negative role in the 

worldwide fight against terrorism (incredibly enough).  Some 

media outlets hype this sort of feeling, broadcasting violent 

images from Iraq and playing up any perceived slight against 

Greek interests by the U.S.  This prevailing attitude is 

based on a sense of insecurity about Greece's place in the 

world and a traditional belief in the country's victimhood at 

the hands of great powers. 

11.  (SBU)  At the same time, we think this feeling is slowly 

starting to change.  Greeks make up the largest percentage of 

foreign students in the U.S., related to population, of any 

EU country.  Many Greek elites have a nuanced and balanced 

view gained from years in the U.S. or from working closely 

with Americans in business or multilateral institutions. 

Even the shrillest Greek critic grudgingly accepts the 

necessity of working closely with the U.S., although few will 

ever openly support us.  The current government has been 

reluctant to publicly criticize the U.S., which in turn has 

tempered the Greek media's editorial line toward our 

policies.  Your visit will be seen as part of the normal 

high-level exchange between our two countries. 

Ries 
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UNCLAS ATHENS 002861 
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SUBJECT:  Convicted ELA member to leave prison 

Ref: 04 Athens 3870 

SENSITIVE BUT UNCLASSIFIED - PLEASE HANDLE ACCORDINGLY. 

1.   (U)  Eirini Athanassaki, convicted in October 2004 

(ref) to a 25-year sentence for her participation in the 

Revolutionary People's Struggle (ELA) terrorist 

organization, is expected to leave the Korydallos prison 

soon after an appellate court panel unanimously agreed on 

November 7 to suspend her sentence and set her free on 

conditions.  (Note: Athanassaki, a travel agent, was 

believed to have edited and typed ELA proclamations and 

placed phone calls warning of bombs.) 

2.   (U)  Athanassaki successfully petitioned the court to 

let her care for her elderly and seriously ailing parents. 

The court imposed a 3,000 euro bond, and ordered Athanassaki 

not to travel outside Greece and report to her neighborhood 

police station once a month.  As a visibly jubilant 

Athanassaki left the courthouse, her lawyers hailed the 

court for its "honorable decision." 

3.   (SBU)  Comment:  Athanassaki joins her ELA co-defendant 

Christos Tsigaridas and convicted November 17 member Pavlos 

Serifis in court-approved freedom on grounds of family 

hardship and health.  Both were released earlier this year. 

While it may be premature to speak of a trend (Savvas Xyros, 

one of N17's hardcore members, recently failed to persuade 

the court to send him home on health grounds), this latest 

ruling demonstrates that imprisoned Greek terrorists have 

decent chances to successfully challenge their incarceration 

if they persist in petitioning the courts on health and 

other grounds.  We do not expect Athanassaki to emulate ELA 

leader Tsigaridas in his often-vituperative activism since 

he left jail; she has refused to join Tsigaridas or any 

others in making high profile political and ideological 

statements. 
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UNCLAS ATHENS 001945 

SIPDIS 

SIPDIS 

EUR/SE 

E.O. 12958: N/A 

TAGS: PREL, PGOV, PTER, GR 

SUBJECT: CONVICTED NOVEMBER 17 TERRORIST RELEASED FROM 

PRISON 

REF: A. ATHENS 00942 

     B. 05 ATHENS 1775 

     C. 04 ATHENS 3870 

     D. ATHENS 00885 

This message is sensitive but unclassified, please protect 

accordingly. 

1.  (SBU) Summary: Convicted November 17 terrorist, Nikos 

Papanastasiou, was released from prison on July 19 for 

"health reasons."  Papanastasiou was sentenced to eight years 

imprisonment for "setting up and participating in a criminal 

group," for his affiliation with the November 17 terrorist 

organization.  To date, the N17 organization has claimed 

responsibility for twenty-one murders, including the killings 

of a CIA Athens station chief, a U.S. Navy captain, a U.S. 

defense attach, a Turkish diplomat, and a British defense 

attach.  Papanastasiou is the third convicted November 17 

terrorist to be granted an early release from prison on 

health grounds, possibly indicating a worrisome trend.  End 

summary. 

------------------------------------------- 

PAPANASTASIOU RELEASE COULD SIGNIFY A TREND 

------------------------------------------- 

2.  (U) On December 17, 2003, Nikos Papanastasiou, now 54 

years old, was sentenced to eight years imprisonment for 

"setting up and participating in a criminal group" (the 

November 17 terrorist organization).  Despite having only 

partially served his sentence, Papanastasiou was released 

from prison on July 19 on health grounds.  (Note: 

Papanastasiou was convicted of being affiliated with N17, but 

was acquitted for homicide charges associated with the 

attempted murder of American Sergeant Richard Judd, and the 

murders of patrolman Chistos Matis, newspaper publisher Nikos 

Momferatos, and Momferatos' driver Panayiotis Rousetis.  End 

Note).  The Judicial Council, a panel of senior judges that 

deals mainly with procedural issues and questions relating to 

sentencing in closed session, granted Papanastasiou's early 

release despite objections from the prosecutor.  Because 

Papanastasiou is the third N17 prisoner to be granted early 

release based on health grounds, it is conceivable that a 

potential trend is emerging that could continue to impact 

other "non-serious"  (convicted of 5-8 years on conspiracy or 

related charges) N17 prisoners (reftels A, B, and C). 

----------------------------- 

PROSECUTOR OBJECTS TO RELEASE 

----------------------------- 

3.  (SBU) The Piraeus First Instance Court Judicial Council 

accepted Papanastasiou's application for conditional release, 

despite the prosecutor's objections, because he had served 

3/5 of his sentence working in prison (one work day in prison 

counts for two), he has (undefined) "health problems," and he 

had "demonstrated good behavior while detained."  (Note: In 

Greece, the prosecutor traditionally has remained silent or 

responded favorably to "non-serious" terrorist early release 

applications.  This prosecutor's objection is obviously a 

departure from the prevailing attitude, yet it would be 

premature to interpret it as a significant shift in the 

overall disposition of prosecutorial authorities toward 

"secondary" terrorist suspects and/or convicted terrorists. 

End note.) 

----------------------------------------- 

BACKGROUND ON JUDICIAL COUNCIL'S LENIENCY 

----------------------------------------- 

4.  (U) The Judicial Council issues verdicts that are not 

part of the public record, unlike judicial rulings in regular 

courts.  The Council focuses on issues related to the Code of 

Criminal Procedure and rules on various aspects of applying 

sentences, including cases such as Papanastasiou's where a 

convicted person seeks relief from the continuing application 

of his/her sentence by claiming various extraordinary 

circumstances, possible new and potentially exonerating 

evidence, and/or grounds of good behavior.  The Council does 

not conduct a trial and does not address and/or weigh 

substantive issues relating to the crime of which a person is 

convicted.  Instead, it deals with the letter of law and 

assesses whether the Code of Criminal Procedure has been 

faithfully applied; in cases of petitions for relief (for 

example, health grounds), the Council focuses on whether 

various favorable legislative loopholes and other fine print 

in the law may be applied.  Theoretically, the Greek 

judiciary does not respond to government pressure and is 

considered "politically neutral." 

--------------------------------------------- - 

POTENTIAL TREND TO IMPACT "SERIOUS OFFENDERS?" 

--------------------------------------------- - 

5.  (U) In contrast to Papanastasiou's "non-serious" 

conviction, N17 mastermind Alexandros Yiotopoulos and top 

hit-man Dimitris Koufodinas received (non-consecutive) 

multiple life sentences for their "more serious" convictions 

on December 17, 2003.  Savvas Xyros, one of N17's main gunmen 

whose arrest led to the unraveling of the terrorist group, 

has been denied conditional release on health grounds despite 

his suffering from serious health problems.  However, even 

these lifetime sentences do not guarantee true lifetime 

punishment in Greece, as Greece's historical practice is to 

have prisoners serve 20-25 years of a life sentence before 

being released (reftel D). 

6. (SBU) Comment: While Papanastasiou's early release appears 

to be the beginning of a worrying trend, it is premature to 

interpret the release as proof that the December 2003 N17 

convictions are completely unraveling with widespread 

releases (including Yiotopoulos and Koufodinas) soon to 

follow.  Papanastasiou's release could be attributed to many 

converging factors including legislation favoring convicts 

who have received relatively short sentences and subsequently 

become model prisoners; the relatively lenient tradition of 

Greek courts when reviewing petitions for relief lodged by 

such prisoners; an astute defense strategy knowing how to 

capitalize on "trial fatigue" (referring to the on-going, 

laborious N17 appeals trial); and, last but not least, the 

unceasing labors of leftwing human and political rights 

groups, with a long tradition of defending terrorist 

suspects, anarchists, and other "anti-authority militants." 

On the other hand, because Papanastasiou is the third N17 

prisoner to have been released early on health grounds 

(preceded by Konstantinos Telios and Pavlos Serifis), there 

may be credence to an "attrition theory" suggesting that the 

Greek judicial system will incrementally consent to the early 

releases of all "non-serious" N17 terrorists (convicted of 

5-8 years on conspiracy or related charges).  Given the 

nature of N17's crimes, however, this is disturbing, to say 

the least. 

RIES 
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S E C R E T ATHENS 000631 

SIPDIS 

NOFORN 

S/CT FOR MICHELLE ARIAS 

E.O. 12958: DECL: 05/09/2018 

TAGS: PTER, ASEC, PGOV, PREL, KCRM, KJUS, GR 

SUBJECT: FOREIGN TERRORIST ORGANIZATION LIST: 17N, RN, AND 

REVOLUTIONARY STRUGGLE 

REF: SECSTATE 44153 

Classified By: AMBASSADOR DANIEL SPECKHARD.  REASONS 1.4 (B) AND (D). 

1. (S/NF) In response to reftel request seeking information 

on the activities of the Greek terrorist groups 17 November 

(17N) and Revolutionary Nuclei (RN) since their last 

re-designation as Foreign Terrorist Organizations (FTOs) in 

2003, Embassy Counterterrorism Task Force (CTTF) reviewed all 

available information and provides the analysis and 

conclusions below.  It was Embassy's considered judgment not 

to contact host government officials for their input to this 

request due the highly sensitive nature of Greek domestic 

terrorism issues, particularly those associated with 17N.  At 

the same time, Embassy CTTF officials have close working 

relationships with Greek CT officials in law enforcement and 

intelligence, and we have a high degree of confidence that 

these officials have already shared with us currently 

available information on 17N, RN, and other terrorist groups. 

2. (S/NF) The legacy of Greece's most lethal and prolific 

terrorist organizations, respectively, 17N and Revolutionary 

People's Struggle (ELA), continues to play a significant role 

in Greek domestic terrorism.  17N's last claimed terrorist 

act was its assassination of British Brigadier General 

Stephen Saunders in June 2000; ELA ceased claiming operations 

in 1995.  Greek CT officials have told us they believe 17N is 

moribund as a formal organization.  Nevertheless, they 

believe 17N lives on through its continued ideological 

influence and the contributions of its members and supporters 

to current terrorist organizations, including Revolutionary 

Struggle (RS).  Greek law-enforcement investigations are 

predicated on the working assumption that many individuals 

who were identified as peripheral, active, or otherwise 

sympathetic members of the 17N and/or ELA groups, as well as 

militant activists in left-wing and anarchist communities, 

are involved in current terrorist activities.  Imprisoned 17N 

and ELA members, as well as some who have been released, 

continue to support their jailed comrades and espouse 

revolutionary rhetoric. 

3. (S/NF) Moreover, certain imprisoned members and their 

confederates likely provide inspiration, expertise, and 

personnel to active terrorist groups.  The body of all source 

reporting suggests that 17N and ELA gave rise to successor 

groups, such as RN and others.  Similarly, RN has faded from 

the operational scene since about 2003, when the group was 

implicated in two July incidents targeting Commercial Bank 

and Alico Insurance.  Those attacks took place subsequent to 

RN's last re-designation as an FTO in 2003.  The perpetrators 

of those and previous attacks by RN remain unknown and 

at-large, while the status of the organization itself remains 

undetermined. 

4. (S/NF) Thus, it is our judgment that while 17N and RN have 

not claimed responsibility for terrorist acts since, 

respectively, 2000 and 2003, their links to current known 

terrorist groups remain sufficiently close to warrant their 

remaining on the FTO list. 

5. (S/NF) Regardless of the decision whether to re-designate 

17N and RN, Embassy's priority is the FTO designation of the 

successor organization Revolutionary Struggle (RS)(Ref B). 

RS dominates the current Greek domestic terrorist scene and 

is responsible for numerous attacks on Greek and foreign 

government personnel and institutions, as well as domestic 

and international business interests since late 2003.  RS 

emerged as the pre-eminent domestic terrorist group in Greece 

with its first claimed double attack on Greek Court buildings 

in September 2003.  Since 2003, the group has either claimed 

or been implicated in over a dozen attacks.  The group was 

responsible for the failed attempted assassination of former 

Minister of Public Order Georgios Voulgarakis in 2006.  RS 

also claimed responsibility for the January 2007 RPG assault 

on the U.S. Embassy.  Most recently, the group conducted an 

armed assault and grenade attack at a Police Department in 

Nea Ionia in April 2007 using weapons stolen earlier from a 

Supreme Court Chairman's police guard. 

SPECKHARD 
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E.O. 12958: DECL: 2019/05/06 

TAGS: ASEC, ABLD, PREL, PTER, KCRM, GR 

SUBJECT: GREEK PRIVACY RULES THWART INVESTIGATIONS 

REF: ATHENS 683 

CLASSIFIED BY: Thomas S. Miller, Acting DCM; REASON: 1.4(B), (D) 

1. (SBU) According to a May 5 article in the newspaper Eleftheros 

Typos, Greek police utilizing video evidence have  "positively" 

identified three hooded vandals who were among the forty who took 

part in a midday rampage in the upscale Kolonaki Square area of 

Athens on March 13.  The attackers used sledge hammers and rocks to 

smash shop windows and cars, and they escaped without arrests.  In 

the ensuing investigation police have reportedly used surveillance 

footage and video volunteered by a local resident who captured 

images of the gang as it prepared for the attack in a nearby 

staging area.  Despite this identification, under Greece's 

"personal data protection" law, the police are not permitted to use 

video surveillance evidence to arrest or charge the suspects, and 

this evidence will not be used in Greek courts. 

2. (C) Comment: This is a real-world example of the legal 

restrictions that inhibit Greek law enforcement officials to a 

greater extent than their counterparts elsewhere in Europe, 

constraining their ability to deal with security threats, including 

those posed by domestic and international terrorists (reftel).  The 

Greek government's Data Protection Authority, an independent 

commission responsible for enforcing Greece's stringent data 

privacy laws, has ruled that the use of cameras for any purpose 

other than traffic control is unconstitutional.  Despite this, the 

government installed surveillance cameras prior to the 2004 

Olympics, but the issue remained controversial and after the 

Olympics the cameras were turned off.  Some were reportedly 

reactivated in April 2009 in response to increased security 

concerns after the December 2008 riots and subsequent domestic 

terrorist attacks, but their legality is disputed and the footage 

they produce is not admissible in courts.  Even private filming of 

other individuals is prohibited, and it is not out of the realm of 

possibility that some of the gang members in the Kolonaki incident 

will sue the private individual who gave video to the police for 

violating their privacy rights.  As this case demonstrates, Greek 

police do use video evidence when they have it as part of their 

investigations - legally or not - but if they cannot find human 

witnesses to testify to seeing the same things, no court will ever 

hear of them. 

SPECKHARD 
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