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C O N F I D E N T I A L ATHENS 000441 

SIPDIS 

SIPDIS 

E.O. 12958: DECL: 03/01/2017 

TAGS: PARM, PREL, MOPS, NATO, GR 

SUBJECT: GREECE ONBOARD WITH U.S. ON CLUSTER MUNITIONS 

REF: A. SECSTATE 20863 

     B. SECSTATE 6667 

Classified By: DEPUTY POLCOUNS PAUL CARTER.  REASONS 1.4 (B) and (D). 

1. (C) On March 1, Poloff raised ref a points with MFA D1 

Directorate for International Organizations and 

Nonproliferation officer Dionyssios A. Kyvetos.  Kyvetos 

confirmed that Greece had not been invited to, nor did it 

send any officials to participate in, the February 22-23 Oslo 

cluster munitions conference.  Reiterating his position from 

an earlier discussion on ref b points, Kyvetos said Greece 

agreed with the U.S. position that favored dealing with 

cluster munitions within the framework of the Convention on 

Conventional Weapons (CCW) and not at a separate, non-binding 

conference such as the one held in Oslo.  Kyvetos was 

somewhat surprised and disappointed that certain nations, 

such as the UK, Japan, and France, who he claimed in November 

2006 had been opposed to a separate conference dealing with 

cluster munitions, in the end signed the joint statement at 

the conclusion of the February Oslo conference. 

RIES 

=======================CABLE ENDS============================

id: 109476

date: 5/23/2007 15:09

refid: 07ATHENS1076

origin: Embassy Athens

classification: UNCLASSIFIED

destination: 07SECSTATE66596

header:

VZCZCXYZ0021

OO RUEHWEB

DE RUEHTH #1076 1431509

ZNR UUUUU ZZH

O 231509Z MAY 07

FM AMEMBASSY ATHENS

TO RUEHC/SECSTATE WASHDC IMMEDIATE 9227

INFO RUEHXP/ALL NATO POST COLLECTIVE PRIORITY

RUEKJCS/SECDEF WASHINGTON DC PRIORITY

RHMFISS/JOINT STAFF WASHINGTON DC PRIORITY

----------------- header ends ----------------

UNCLAS ATHENS 001076 

SIPDIS 

SIPDIS 

E.O. 12958: N/A 

TAGS: MOPS, NATO, PARM, PREL, GR 

SUBJECT: CLUSTER MUNITIONS: GREECE EYE-TO-EYE WITH U.S. 

REF: A. SECSTATE 66596 

     B. SECSTATE 64981 

     C. OSLO 298 

     D. SECSTATE 36940 

     E. ATHENS 441 

1. (U) On May 22, A/Polcouns delivered ref a demarche on 

cluster munitions to Counselor Dionyssios Kivetos of the MFA 

D1 Directorate for International Organizations.  As Kivetos 

indicated in past conversations on the subject (ref e), 

Greece shared the view of the United States regarding the 

issue of cluster munitions.  Indeed, Kivetos said the 

position of the Greek Ministry of Defense on the issue was 

"as close as could be with the U.S."  The GoG, like the U.S., 

believed discussions on cluster munitions should take place 

within the framework of the Convention on Conventional 

Weapons (CCW), and Greece would promote this position as 

chairman of the CCW meeting in November. 

2. (U) Given Greece's overall position on the question of 

cluster munitions, it also was not in support of the text of 

the Lima document as a basis for negotiation.  Finally, 

Kivetos noted that while Greece had not been invited to the 

Oslo meeting on cluster munitions, it had been invited to the 

Lima meeting.  Kivetos attributed this to the organizers' 

desire to invite as many countries as possible and not to 

Greece's position on cluster munitions, which was at odds 

with Norway's position. 
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C O N F I D E N T I A L ATHENS 002347 

SIPDIS 

SIPDIS 

DEPT ALSO FOR PM/WRA 

E.O. 12958: DECL: 12/11/2017 

TAGS: PARM, PREL, NATO, GR 

SUBJECT: CLUSTER MUNITIONS:  GREECE SHARES U.S. CONCERNS 

REF: STATE 164503 

Classified By: A/Political Counselor Jeff Hovenier for 1.4 (b) and (d) 

1.  (C) A/Pol Counselor met 12/12 with MFA Senior 

Non-Proliferation Officer Dionyssios Kyvetos to deliver ref 

papers on cluster munitions.  Kyvetos, who attended the 

December 5 - 7 meeting in Vienna of the Oslo Process, was 

unequivocal in reply:  Greece strongly supports U.S. concerns 

about the Oslo Process.  Greece participated in the Vienna 

meeting, but at that meeting announced it would no longer 

attend meetings of the Oslo Process.  Greece is fully 

committed to negotiations on cluster munitions within the 

Convention on Certain Conventional Weapons (CCW) framework, 

and will be chairing some of these negotiations.  Greece 

further shares USG concerns that there are provisions being 

considered within the Oslo Process that could have a 

significant impact on military cooperation between countries 

that adopt such requirements related to cluster munitions and 

those that do not.  He said "we are with you," and he asked 

that U.S. officials keep Greek officials -- and in particular 

the Greek Ambassador in Geneva -- informed of U.S. concerns 

and activities in this area. 

2.  (C) Kyvetos also noted that the EU is facing "significant 

coordination problems" on cluster munitions issues.  EU 

states have agreed to work on this issue within the CCW 

framework.  Therefore, Greece was surprised and disappointed 

by a draft statement by EU/Portugal for the Vienna Meeting of 

the Oslo Process that made no reference to CCW.  Greece 

blocked this statement on this basis, and Greece will object 

to any future EU signals of support for the Oslo Process. 

Kyvetos singled out Ireland, Austria, and Sweden are among 

the most enthusiastic about the Oslo Process. 

SPECKHARD 
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S E C R E T ATHENS 000320 

SIPDIS 

SIPDIS 

PM/WRA FOR BAKER 

E.O. 12958: DECL: 03/04/2018 

TAGS: MOPS, PARM, PREL, NATO, UNGA, GR 

SUBJECT: GREECE: DEMARCHE DELIVERED ON U.S. CONCERNS ON 

OSLO PROCESS TO BAN CLUSTER MUNITIONS 

REF: SECSTATE 013607 

Classified By: A/Political Counselor Jeff Hovenier for 1.4 (b) and (d). 

(S) On February 12, EmbOff delivered reftel points to MFA 

First Counselor Dionyssios Kyvetos.  EmbOff expressed 

appreciation for Greece's solidarity in favor of negotiations 

in the Convention on Conventional Weapons (CCW) in a 

follow-up meeting on March 4 at the MFA. 

SPECKHARD 
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C O N F I D E N T I A L ATHENS 000647 

SIPDIS 

DEPARTMENT ALSO FOR EUR/SE 

E.O. 12958: DECL: 05/13/2018 

TAGS: MOPS, PARM, PREL, NATO, UN, GR, PGOV 

SUBJECT: GREECE SHARES NATO INTEROPERABILITY CONCERNS ON 

CLUSTER MUNITIONS IN OSLO PROCESS 

REF: A. SECSTATE 48124 

     B. ATHENS 002347 

Classified By: Acting Political Counselor Jeff Hovenier for reasons 1.4 

 (b) and (d). 

1.  Poloff delivered reftel A points to Andreas Kintis from 

the D2 Directorate for NATO and the Western European Union 

(WEU).  Kintis expressed appreciation for the background and 

Washington's acknowledgment of Greece's position to refrain 

from the Oslo Process based on concerns stemming from cluster 

munitions.  He said he would also share the points with 

Ambassador Rallis, Director for the D1 Directorate for the UN 

and International Organizations. 

SPECKHARD 
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C O N F I D E N T I A L ATHENS 001606 

SIPDIS 

DEPT FOR PM/WRA AND EUR/SE 

E.O. 12958: DECL: 11/27/2018 

TAGS: PARM, NATO, MOPS, PREL, GR 

SUBJECT: GREECE/CONVENTION ON CLUSTER MUNITIONS - GOG 

CONFIRMS IT WILL NOT SIGN CCM 

REF: STATE 125512 

Classified By: A/Political Counselor Jeffrey Hovenier for reasons 1.4(b 

) and (d). 

(C) Loukos Tsokos, First Secretary in the Greek MFA's D1 

Directorate (UN and International Organization Affairs) 

confirmed to us November 28 that Greece would not sign the 

Convention on Cluster Munitions (CCM) when it is opened for 

signature December 3 (reftel).  Tsokos said Greece would be 

represented at the opening event by its Ambassador in Oslo, 

as would other EU members states who are not signing the CCM, 

but he said Greece did not intend to make any statement and 

was not coordinating any steps with other non-signing 

countries. 
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UNCLAS SECTION 01 OF 06 BRUSSELS 004161 

SIPDIS 

SENSITIVE 

E.O. 12958: N/A 

TAGS: KNNP, PARM, PREL, UNGA, CDG, EUN, USEU BRUSSELS 

SUBJECT: SEPTEMBER 3 U.S.-EU TROIKA CONSULTATIONS ON ARMS 

CONTROL AND GLOBAL DISARMAMENT (CODUN) 

Sensitive but Unclassified.  Please Protect Accordingly. 

1. (SBU) Summary:  The U.S. and the Dutch EU presidency on 

September 3 conducted semi-annual CODUN consultations in 

Brussels on UN disarmament issues.  Subjects covered included 

U.S./EU priorities, UNFC, UNDC, CD, FMCT, landmines, CWB, 

BWC, CCW, CTBT, Libya, Luxembourg,s upcoming EU presidency, 

and potential changes in Dutch representation at the CD. 

Participants are listed in para 23 below. 

Action items: 

-- Para 13:  The Dutch asked whether it would be useful for 

the EU to mediate U.S.-Russian differences over Aberdeen and 

other CW facilities.  The EU was serious about wanting to be 

of assistance in breaking the deadlock.  The U.S. side 

undertook to report the EU,s offer to Washington and 

communicate any U.S. reaction through USEU. 

-- Para 20:  On the U.S.-EU Summit declaration, the U.S. 

promised fuller comment during September 28 CONOP 

consultations. 

End Summary. 

---------------------- 

U.S. and EU Priorities 

---------------------- 

2. (SBU) U.S. and EU delegations met in Brussels on September 

3 for semi-annual consultations on UN disarmament issues. 

Reviewing EU priorities, which focused on advancing the EU's 

WMD strategy paper, the EU side highlighted revitalization of 

the UNGA First Committee (UNFC); promotion of multilateral 

agreements, including the Comprehensive-Test-Ban Treaty 

(CTBT); adoption of a work program for the Conference on 

Disarmament (CD); improving control of man-portable air 

defense systems (MANPADS), which was more important than 

ever, due to potential use by terrorists; and encouragement 

of universal acceptance of the Ottawa Convention on 

anti-personnel mines.  The U.S. side remarked on the improved 

political atmosphere in arms control discussions in New York 

and Geneva, which it hoped would prove sustainable. 

Delegation members pointed to reform of the UNFC as an issue 

that remained a U.S. priority, and expressed optimism about 

continued cooperation to this end with the EU. 

-------------------- 

UNGA First Committee 

-------------------- 

3. (SBU) The U.S. welcomed the EU's response to last year's 

First Committee resolution on improvement, noting that we 

plan to follow up this year with a draft resolution 

recommending specific measures to enhance the Committee's 

working methods.  The U.S. hoped to be able to share this 

with the EU soon.  The U.S. also is exploring with Russia the 

possibility of introducing a joint draft resolution on 

bilateral nuclear arms reductions; the Russians seem 

interested, but we are still considering specific resolution 

language.  Elaborating on reform, the U.S. noted that changes 

can take place only gradually, with leadership from key 

countries on measures such as reducing the number of agenda 

items.  It was for this reason that the U.S. response to the 

UN had cited the work of specific governments as proof that 

other countries had provided contributions of merit. 

4. (SBU) The EU side replied that the EU would look at the 

U.S. draft resolution with great interest, and predicted that 

it would be in line with EU thinking.  The willingness of 

national governments to merge resolutions was not something 

that the EU Presidency could prescribe -- the Presidency 

could encourage them to do so, but could not actually make 

them.  The EU presidency noted its strong interest in 

coordinating in New York "at 25, " which it was finding 

"quite a challenge."  On some topics, EU member states would 

have to work things out on their own rather than through the 

EU.  The EU was working toward common positions on 

resolutions where there used to be split votes, although only 

it was likely that the EU would only be able to agree on one 

common position.  The bad news was that a new resolution on 

The Hague Code of Conduct (HCOC) was in the work; this would 

be another draft resolution to add to the UNFC,s agenda, 

despite our common efforts at reduction. 

5. (SBU) The EU then sought U.S. views on the Argentine draft 

resolution on Confidence and Security Building Measures 

(CSBMs) and on the draft MANPADS resolution.  Regarding the 

Argentine CSBM draft, the U.S. side explained that the U.S. 

had encouraged Argentina to table its resolution to preserve 

the work on conventional CBMs that the UNDC had conducted 

during 2001-03.  The U.S. might co-sponsor that resolution 

and the draft MANPADS resolution. 

-------------------------------------------- 

United Nations Disarmament Commission (UNDC) 

-------------------------------------------- 

6. (SBU) The U.S. side was not optimistic about the prospects 

for the UNDC.  U.S. representatives expressed their 

disappointment that the EU -- despite productive discussions 

with the Irish EU Presidency in January -- did not consult 

with the U.S. before tabling a draft agenda last April.  The 

U.S. side recalled that the Non-Aligned refused to consider 

the EU proposals, preferring to negotiate on the basis of the 

U.S. proposals for the UNDC agenda, and that the EU had to 

seek U.S. support to participate in those negotiations.  The 

Dutch EU presidency seemed uninformed about those events, but 

accepted that U.S.-EU communications on the UNDC had broken 

down at some point.  The EU sought clarification of the U.S. 

assertion that the future of the UNDC needed to be 

reconsidered.  The U.S. replied that the U.S. will propose to 

the UNDC chair (Georgia) devoting one year to examining UNDC 

institutional reform.  If the impasse over the UNDC agenda is 

not resolved during the first week of the First Committee, 

the U.S. might table an alternate draft resolution.  The EU 

side reiterated that it continued to view the UNDC as an 

important forum for allowing non-CD countries to express 

their opinions, but that EU member states agreed that the 

UNDC could be improved. 

------------------------------ 

Conference on Disarmament (CD) 

------------------------------ 

7. (SBU) The EU underscored concerns about the lack of a CD 

work program for the eighth straight year.  How long can a 

body that does not do anything be kept alive?  The U.S. 

commented that the history of the "Five Ambassadors" (A-5) 

proposal for a CD work program has led the U.S. to conclude 

that it is unlikely to command consensus in the future. 

Realistically, it also is highly unlikely that a 

long-inactive CD currently could take on more than one or two 

negotiations at the same time; as a result, the U.S. has been 

urging the CD to agree to begin work on the U.S. proposals on 

FMCT and persistent landmines -- it is an opportunity for a 

fresh start.  Though this year,s CD session would end on 

September 10, the debate generated by the two U.S. proposals 

has served as a useful platform from which the U.S. and the 

EU should work in tandem to develop a consensus on a program 

of work early next year.  The U.S. hoped that EU governments 

will instruct their delegations in Geneva to support the U.S. 

proposals without linkage to other issues or within a 

balancing formula. 

8. (SBU) The Dutch EU Presidency noted an evolution in EU 

thinking, and suggested that "packaging" might be the only 

way toward establishing a program of work.  Delinking, from 

the EU,s perspective, would unravel the possibility of 

getting anything done.  The U.S. side reiterated that each 

prospective CD agenda item should be considered on its own 

merits, and that efforts to link them constitute a formula 

for continued stalemate at the CD. 

------------------------------------- 

Fissile Material Cutoff Treaty (FMCT) 

------------------------------------- 

9. (SBU) The EU side welcomed the conclusion of the U.S. 

review on the FMCT, and asked for a brief readout of U.S. 

briefings in Geneva earlier that week, which had focused on 

verification.  The U.S. side reported that consultations had 

gone well and had included contacts with a broad range of 

delegations, but were only the start of a long process.  The 

U.S. would seek early action in January at the CD for a 

negotiating mandate, but would maintain that the FMCT, unlike 

the NPT or other agreements, was not verifiable.  If Canada 

reintroduced its traditional verification resolution in the 

UNFC, the U.S. would not be able to support it if its text 

were similar to that of past years.  The Dutch EU Presidency 

then asked how the GON and/or the EU could pose FMCT 

questions to the USG.  The U.S. side invited the EU 

Presidency to forward any questions regarding an FMCT through 

either USEU or State/AC/ISN. 

-------------------- 

Persistent Landmines 

-------------------- 

10. (SBU) The EU side stated that the EU was studying the 

U.S. proposal at the CD for an international agreement to ban 

the sale or export of all persistent landmines, but cautioned 

that most EU countries give priority to existing instruments, 

especially the Ottawa Convention.  The U.S. side reiterated 

its hope that EU governments at the CD will be able to 

support negotiations on this subject early next year, 

pointing out that the U.S. had chosen the CD as the venue in 

order to avoid confusion with the Ottawa Convention or other 

demining issues. 

--------------------------------- 

Chemical Weapons Convention (CWC) 

--------------------------------- 

11. (SBU) The U.S. side stated that this fall's Conference of 

CWC States Parties would mark the mid-point of the Article II 

Action Plan on national implementation of the Convention.  It 

is an ideal opportunity to assess progress to date and to set 

the agenda for the coming year, and the U.S. sees meaningful 

progress in a number of capitals on implementing measures. 

The past year also has been an exercise in gathering data 

about the status of implementation in various countries and 

the obstacles that they face.  One frequent problem is that 

many countries indicate that they are having difficulty and 

would welcome assistance, but appear to have only vague ideas 

concerning the sort of assistance needed.  Giving this issue 

a high profile at the Conference will maintain pressure; it 

also will let us "fine tune" the second year of the Action 

Plan. 

12. (SBU) The EU side replied that CWC was a successful 

treaty and a successful organization; under its new 

leadership, it was well under way to fulfilling its mandate. 

EU policies dovetailed with U.S. remarks about some countries 

not having implemented all the provisions, and the EU hoped 

that financial contributions would help those countries along 

the way.  The European Commission (EC) representative noted 

that this was part of the EU's WMD strategy, and that the EU 

representative for WMD nonproliferation efforts, Annalisa 

Giannella, has discussed this issue with the OPCW.  They were 

considering three areas of effort:  supporting OPCW action on 

CWC universalization (conferences, etc); supporting national 

implementation with technical or other assistance; and 

chemical sector cooperation programs.  The EC rep noted other 

EC programs:  with the Russians on the construction of CW 

destruction facilities at Gorny; with the U.S. and the UK on 

CW facilities at Shchuch,ye and Kambarka; and with the 

Germans, as well as preliminary talks with Sweden.  The EU's 

proposed budget for 2007-2013 dedicated additional funding to 

disarmament and non-proliferation, and could support chemical 

weapons destruction, especially in Russia. 

13. (SBU) Looking at the OPCW,s draft budget for 2005, the 

U.S. side pointed to the proposed 4.8 percent increase, 

remarking that, although the U.S. has not finalized its 

position on this proposal, it is inconsistent with overall 

U.S. budget policy in favor of zero-nominal-growth budgets in 

international organizations.  The U.S. and EU members should 

work hard for a budget agreement at the October Executive 

Council session; budget negotiations at the Conference 

usually are an opportunity for Non-Aligned "crisis" tactics 

to increase funding.  The EU side replied that the EU had 

discussed the 4.8 percent funding increase the previous day. 

Some member states felt that the increase would be hard to 

agree to, but saw value in extra funding for OPCW for 

additional inspections.  The EU would review this again in 

The Hague on September 9.  On challenge inspections, the EU 

now was developing a draft OPCW action plan that it hoped to 

discuss with key WEOG partners, including the U.S.  The EU 

side also asked about Aberdeen, inquiring whether it would be 

useful for U.S.-Russian discussions to be opened to others. 

The U.S. side undertook to report the EU interest to 

Washington. 

----------------------------------- 

Biological Weapons Convention (BWC) 

----------------------------------- 

14. (SBU) Reviewing the July experts' meeting on disease 

surveillance, suspicious outbreaks, and alleged use of BW, 

the U.S. side described the gathering as very successful, 

providing a useful opportunity to exchange information and 

enhance international contacts.  The U.S. believed that this 

and other meetings encourage BWC States Parties to implement 

the BWC, and hoped that all States Parties would be able to 

report by 2006 that they have fully implemented the 

Convention -- an imperative reinforced by UN Security Council 

Resolution 1540.  This year's meetings already have made 

progress, but an Annual Meeting document drafted by Chairman 

Goosen would need to highlight strengthening public health 

networks and mechanisms for disease surveillance; increasing 

support for the World Health Organization and other 

international bodies; agreement for prompt notification of an 

outbreak; and improved coordination and assistance among 

States Parties on public health and disease surveillance. 

The EU side agreed with the overall positive assessment of 

the experts' meeting in Geneva, particularly the constructive 

participation, including by NAM countries, and little 

politicization, other than Iranian efforts.  The EU side 

added that both sides needed to collaborate on keeping 

politicization out and enforcing discipline on the NAM in 

steering the agenda for the Meeting of States Parties in 

December.  The EU will coordinate with the U.S. on this in 

Geneva. 

--------------------------------------------- --- 

Convention on Certain Conventional Weapons (CCW) 

--------------------------------------------- --- 

15. (SBU) The EU side affirmed that, regarding mines other 

than anti-personnel mines (MOTAPM), it was too early to find 

a common denominator between a total ban and unconstrained 

use.  The EU wished to integrate the Irish proposal with 

other parameters for mine use.  On Explosive Remnants of War 

(ERW), the EU highlighted the successful adoption of Protocol 

V and said that it would push for rapid entry into force. 

The EU envisioned a two-stage approach to compliance, 

beginning with a consultation process, followed by the 

subscription by States Parties to more stringent regulations. 

 These would include the referral of violations to a 

committee of experts, followed by a fact-finding mission. 

(COMMENT:  The latter stage is one that the EU would like to 

add to current procedure.  END COMMENT)  This would require 

either creating a new protocol, or amending/adding on a less 

formal agreement that would be faster, yet politically (vice 

legally) binding.  The EU may call for consultations on this 

subject under Article 13. 

16. (SBU) The U.S. side stated that Washington was prepared 

to continue the discussions of measures to prevent munitions 

from becoming ERW.  The U.S. supported calls by several 

states, including The Netherlands, to focus on implementation 

of existing best practices and safeguards, including the 

implementation of the new ERW protocol by states in a 

position to do so.  The international community should 

evaluate the implementation of the ERW protocol that was just 

negotiated before any consideration is given to starting a 

new negotiation on this subject.  The U.S. Administration 

currently is reviewing the protocol to determine whether to 

submit it to the Senate to seek its advice and consent to 

ratification.  In any case, the U.S. could not support a 

moratorium or ban on the use of cluster munitions, as some 

NGOs are advocating.  Such munitions have a legitimate role 

in military operations, and do not necessarily create greater 

humanitarian problems than other munitions. 

17. (SBU) The U.S. side observed that the U.S. and the EU are 

generally on the same track regarding MOTAPM.  The U.S, which 

plans to get rid of all its persistent landmines, could 

support the Irish proposal.  We are urging fellow co-sponsors 

of the 30-nation proposal to take it on board, and have found 

encouraging the apparent movement of India towards the 

approach set forth in this proposal.  However, China, Russia, 

and Pakistan still reject the need for a MOTAPM protocol, 

arguing that the detectability and 

self-destruct/self-deactivate requirements could create 

military problems or be too expensive to implement.  The U.S. 

intended to approach those governments bilaterally during the 

intersessional period to demonstrate that reasonable 

restraints on MOTAPM can be agreed without prejudicing 

legitimate security concerns, and encouraged similar efforts 

by EU countries.  The U.S. also is urging NGOs to make clear 

that anti-vehicle mines are indeed a humanitarian problem, 

and plans to work with Germany to fund a study on this issue 

through the Geneva International Center for Humanitarian 

Demining (GICHD).  The U.S. plans to meet with the Russians 

in early October to review their technical concerns; their 

willingness to engage in this way gives us some hope that we 

can bring them around.  The U.S. does not believe that 

another mandate for the Group of Governmental Experts (GGE) 

is necessary for the group to negotiate on a MOTAPM protocol. 

 The current mandate provides sufficient authority, and those 

who want to obstruct progress will use a debate on revising 

the GGE mandate to prevent action. 

-------------------------------------------- 

Comprehensive Nuclear Test Ban Treaty (CTBT) 

-------------------------------------------- 

18. (SBU) The EU noted the great importance that it attaches 

to the treaty's entry into force, which is one of the 13 

Steps agreed to at the 2000 Nuclear Non-Proliferation Treaty 

Review Conference and slated to be reviewed at next year,s 

RevCon.  The U.S. reaffirmed its opposition to the CTBT and 

its intention not to ratify the CTBT.  That said, the U.S. 

funds and participate in 95 percent of Preparatory Commission 

activities, and continues to observe a nuclear testing 

moratorium.  The two sides then discussed potential 

leadership changes at the IAEA and the Provisional Technical 

Secretariat (PTS).  The U.S. asserted that succession in 
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these organizations should be considered in the context of 

turnover in other UN agencies over the next year, but hoped 

that the process for seeking a new PTS Executive-Secretary 

would move ahead in order to ensure a smooth transition next 

year.  Asked for EU views on succession issues, EU 

participants offered little on the PTS, but said that IAEA 

Director-General el-Baradei could, under the two-term/12-year 

rule, have a third term, as he has been in office for less 

than twelve years.  The U.S. side also mentioned that the 

unfavorable exchange rate between the dollar and the euro, 

among other issues, have placed serious constraints on the 

availability of funds for the U.S. assessment for 2005, and 

could shape our response to possible G-77 calls for budget 

cuts at the November meeting. 

19. (SBU) FYI:  AC/ISN Director Robert Luaces was laying out 

the U.S. case against the CTBT when his wristwatch alarm 

unexpectedly went off.  After a momentary silence captured 

the meeting room, Luaces quipped, &Sorry:  that was 

Washington alerting me that I,m saying too many positive 

things about the CTBT.  I,d better stop now, before my watch 

explodes and takes my wrist with it!8  A brief bout of 

laughter ensued.  END FYI 

------------------------ 

US-EU Summit Declaration 

------------------------ 

20. (SBU) The EU side reviewed the statement, noting that the 

EU continues to promote the universalization of disarmament 

and non-proliferation treaties.  Many of the follow-up issues 

were more appropriate for CONOP.  The EU supported UNSCR 

1540, which lists steps that states should take to counter 

proliferation of WMD and its delivery systems, and planned to 

report as early as possible ) hopefully, by the October 28 

deadline -- on the status of European efforts.  As the 

relevant competences within the EU usually were national, 

rather than European, there would be separate EU and national 

reporting to reflect these differences.  Regarding the IAEA 

Additional Protocol, the EU had undertaken a round of 

demarches, and found that non-adherence in most countries was 

a matter of institutional delays, rather than of policy.  On 

the Global Threat Reduction Initiative, the EU Presidency had 

done a quick survey and determined that member states planned 

to attend at the senior policymaking (vice political) level. 

On the Convention on the Physical Protection of Nuclear 

Materials, there were some difficulties within the EU, 

including admittedly tepid support from The Netherlands. 

Regarding the Hague Code of Conduct (HCOC) against ballistic 

missile proliferation, the EU supported universal adherence, 

and had sent out a round of demarches aimed at increasing 

support for the Chilean resolution in the First Committee and 

asking non-adherents to become parties.  The U.S. side 

thanked the EU side for this review, and promised to provide 

responses on these issues during the September 28 U.S.-EU 

CONOP meeting. 

----- 

Libya 

----- 

21. (SBU) The EU side asked for an update on WMD 

dismantlement efforts in Iraq and Libya, and was particularly 

interested in what the U.S. was doing to assist unemployed 

WMD scientists.  The U.S. side explained that Washington was 

looking at expanding our current program with the Russians 

and trying similar work with Libya, which was made various 

proposals regarding conversion of its CW production facility 

at Rabta.  The EU Presidency described a "complete meeting of 

minds" within the EU on conversion, although the details 

still needed to be worked out.  Both sides agreed on the 

importance of ensuring that Libya not see its WMD 

renunciation as an opportunity to seek "rewards" for good 

behavior. 

---------------------- 

Luxembourg/Netherlands 

---------------------- 

22. (SBU) The Luxembourgeois informed the U.S. side on the 

margins of the meeting that the GOL has asked The Netherlands 

to continue to represent the EU presidency on CODUN and CONOP 

issues during Luxembourg,s EU presidency during the first 

half of 2005.  The Dutch confirmed this arrangement.  The 

Dutch also stated privately that, if the CD failed to adopt a 

program of work by the end of the extended Dutch EU 

presidency in June 2005, The Hague would &have8 to consider 

closing its separate diplomatic representation at the CD. 

Were this to happen, The Netherlands UN Mission in Geneva 

would represent the GON at the CD.  (COMMENT:  Of 65 CD 

member states, only twelve (including the U.S.) have separate 

delegations in Geneva accredited to the CD.  END COMMENT) 

------------ 

Participants 

------------ 

23. (U) AC/ISN Director Robert Luaces led the U.S. 

delegation, which included U.S. CD Deputy Representative 

Thomas Cynkin and USEU PolOff Maren Smith (notetaker).  The 

Dutch EU Presidency was represented by MFA Nonproliferation 

and Nuclear Affairs Director Paul Wilke, Deputy Director of 

the Arms Control and Arms Export Policy Division Freek 

Keppels, Policy Officer Elke Merks-Schaapveld, and CD Deputy 

Representative Daniel Prins.  Robert Lauer and Tim Kesseler 

attended for the upcoming Luxembourgeois EU Presidency. 

Council Secretariat participants were Andreas Strub, Tomas 

Reyes-Ortega, and Jean-Claude Brunet from the Office of the 

Personal Representative of the High Representative for 

Non-Proliferation of WMD.  Commission attendees were Marc 

Deffrennes, Head of the Non-Proliferation and Disarmament 

Unit; Laura Ligouri, from the Non-Proliferation and 

Disarmament Unit; and U.S. Desk Officer Andrew Denison.  This 

meeting marked the broadest EU representation at U.S.-EU 

CODUN consultations in recent memory. 

24. (U) AC/ISN Director Luaces has cleared this cable. 

McKinley 
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Summary: 

------- 

1. (C) The U.S.-EU troika consultations on disarmament and 

nonproliferation (CODUN/CONOP) on December 3, 2007 

demonstrated shared interests and a willingness from both 

sides for continued cooperation and discussion.  Differences 

remain, however in approaches to some key challenges, with 

the EU preferring treaty- and institution-based solutions, 

and the U.S. promoting more results-oriented means.  The EU 

committed to confidence-building measures with regard to 

space and noted the need for agreement to begin negotiations 

on a Fissile Material Cutoff Treaty as well as on an 

instrument on cluster munitions. The EU shares the U.S. goal 

of making progress on multinational nuclear fuel assurances. 

The EU side underscored the importance of UN action on Iran 

before any additional EU sanctions could be implemented and 

noted member state willingness to support the DPRK 

denuclearization process as well as a desire to contribute 

more in combating illicit financing in the context of WMD 

terrorism.  End Summary. 

------------------------ 

Multilateral Cooperation 

------------------------ 

2. (C) Portuguese Under Director General for External Policy 

Ambassador Carlos Frota opened the CODUN/CONOP discussions on 

December 3 in Brussels by noting the EU's active engagement 

on nonproliferation and disarmament issues, particularly 

through its common policies and assistance provision.  He 

emphasized the EU's desire to support and strengthen the 

multilateral system, of which the Nonproliferation Treaty 

(NPT) is the cornerstone, and underlined the need for a 

multilateral approach to proliferation problems.  Principal 

Deputy Assistant Secretary McNerney (ISN) welcomed the 

opportunity to discuss these issues with the EU troika and 

highlighted the multilateral character of the U.S. WMD 

strategy of prevention, protection, and response. 

3. (C) Turning to the UNGA First Committee (UNFC), Frota said 

that many traditional resolutions were circulated and 

adopted, but noted that old fault lines continue to exist at 

the UNFC. The EU remains committed to confidence building 

measures in outer space, and Frota asked whether progress 

could be made. He asked for a U.S. assessment of the work of 

the committee and whether there could be ways to make it a 

more useful forum.  U.S. Ambassador to the Conference on 

Disarmament Christina Rocca agreed with Frota's assessment 

that there were few new initiatives this year and that old 

divisions remained in New York. She noted the U.S. would not 

agree to link arms control with confidence building measures 

in outer space but underscored that the U.S. had been very 

forward leaning on this issue vis-a-vis Russia and thought 

the EU would have been pleased with the U.S. approach.  She 

requested continued dialogue with the EU as the member states 

consider the common EU position with regard to the draft 

space treaty the Russians plan to introduce at the CD. 

4. (C) Frota discussed prospects for the CD, wondering 

whether progress will be made on the work plan. He noted that 

the EU would like agreement to begin negotiations on a 

Fissile Material Cutoff Treaty (FMCT) as soon as possible and 

favored the inclusion of international verification measures. 

 Annalisa Giannella, Solana's Personal Representative on 

Nonproliferation, said that the situation in the CD would be 

more favorable if the U.S. and EU were able to isolate Iran 

and Pakistan by getting Chinese support for the work plan. 

--------------------------- 

Multilateral Nuclear Issues 

--------------------------- 

5. (C) PDAS McNerney briefed on various proposals for 

Multinational nuclear fuel assurances including the 

Bush-Putin initiative and the Global Nuclear Energy 

Partnership (GNEP), as well as other initiatives discussed 

among the six supplier states and the IAEA. She highlighted 

the importance of providing reliable access to nuclear fuel 

as a means to deter states from developing national 

enrichment capabilities.  Frota said that EU member states 

BRUSSELS 00003516  002 OF 004 

are eager to make progress on this front and want to 

"mitigate the line between the haves and the have nots." 

Although cautioning that some member states may have concerns 

that some initiatives are not entirely compatible with free 

market principles, Giannella added that the EU wanted 

particularly to work with developing countries on these 

proposals. She noted that the denial of access to states that 

do not possess enrichment capabilities has not been 

productive and said that encouraging the development of fuel 

assurances would be a key topic for the nonproliferation 

symposium which High Rep Solana will host in February or 

March 2008.  European Commission Security Policy official 

Bruno Dupre added that many of the countries that would 

benefit most from the proposals, particularly those in the 

Mediterranean and the Aegean, are most vulnerable in terms of 

proliferation risks, so it will be necessary to maintain high 

safety and security standards. 

6. (C) PDAS McNerney also briefed on U.S. objectives for the 

2008 NPT Preparatory Committee (PrepCom) meeting, and desire 

to coordinate with the EU to achieve common objectives. 

Frota said that the EU would be very active during 2008. 

Issues of specific interest for the EU include nuclear 

security, negative security assurances, export controls and 

the nuclear fuel cycle. Wolfgang Rudischhauser, a Council 

Secretariat nonproliferation official, asked whether ongoing 
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debate about the U.S.-India nuclear deal could come up during 

the NPT PrepCom and affect the process. Giannella added that 

the EU, like the United States, is concerned about the role 

of Egypt, especially as its position on a Middle East weapons 

free zone has toughened.  She explained that Egypt raised the 

idea of discussing WMD in the Middle East at Solana's 

proposed nonproliferation symposium. Rather than have the 

symposium overwhelmed by the issue and divert attention from 

Solana's intended agenda, the EU has asked the Institute for 

Security Studies in Paris to hold a separate event on the 

Middle East WMD question in early 2008, the exact dates still 

to be determined. 

------------------------------------------ 

Biological and Chemical Weapons Convention 

------------------------------------------ 

7. (SBU) Frota opened the discussion of the Chemical Weapons 

Convention (CWC) by characterizing the EU's objectives for 

the CWC as promoting compliance through verification, 

inspections, universality, and international cooperation.  He 

noted particularly that industrial inspection mechanisms need 

to be  strengthened and that universality was a problem in 

the Middle East, as Egypt, Syria and Israel remained outside 

the Convention.  He went on to commend the U.S. on the 

progress made in the destruction of its chemical arsenal. 

8. (SBU) On the Biological Weapons Convention (BWC), Frota 

explained that the EU was focusing on how best to implement 

the BWC regime, as well as how to cooperate internationally 

to get a regime that is compatible with international 

security concerns.  PDAS McNerney encouraged that the EU and 

U.S. work together in the area of transfer controls and 

biosafety and biosecurity measures. Frota proposed holding 

regional and subregional workshops in support of national 

implementation and noted the need for a public diplomacy 

campaign designed to raise awareness about the BWC.  Finally, 

he emphasized that improving public health systems would help 

restrict the possibility of diversion of potentially 

hazardous materials into the wrong hands.  Giannella 

described EU action in support of this final point explaining 

that the EU would adopt a joint action in early 2008 in 

support of the World Health Organization's efforts in this 

area. Dupre drew attention to the EU's green paper on 

biopreparedness detailing EU efforts to improve biosafety by 

improving analysis, detection, and cooperation.  Amb. Rocca 

stressed the need for the upcoming BWC meeting of state 

parties to stay on topic and indicated that the U.S. would 

have concerns about any proposals to expand the mandate of 

the Implementation Support Unit (ISU). 

----------------------------------- 

Regional Issues - Iran, DPRK, India 

----------------------------------- 

9. (C/NF) In response to U.S. arguments that EU autonomous 

sanctions against Iran should be implemented as soon as 

possible, Giannella said that there is "no basis" within the 

EU for sanctions before a new UNSCR is agreed. She added that 
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the EU would have few problems implementing a strong UNSCR, 

and explained that a new UNSCR would provide the legal basis 

for the member states to subsequently adopt a common 

position.  She argued that because a number of member states 

are opposed to sanctions, pressing the issue ahead of UN 

action could be detrimental to internal cohesion.  Giannella 

also briefed Solana's November 30 meeting with Iranian 

nuclear negotiator Saeed Jalili, calling it "very unpleasant" 

and saying that Solana concluded that there was no scope for 

moving forward.  (Note: this discussion took place before the 

release of the NIE on Iran.) 

10. (C) PDAS McNerney summarized the status of the Six Party 

process and North Korean disablement.  Frota noted that the 

EU was working on a joint action to provide 1.8 million Euros 

in assistance for IAEA verification efforts. He further 

inquired about the prospects for dismantlement. Giannella 

told the U.S. delegation that she would be accompanying an EU 

regional directors troika delegation to Pyongyang later in 

December. The trip is intended to demonstrate EU support for 

the denuclearization process. Member states already to play a 

role in DPRK, said Giannella, and the directors will discuss 

possibilities for improving economic and development 

cooperation as well as ways of assisting DPRK in 

reintegrating into nonproliferation and disarmament regimes. 

When PDAS McNerney emphasized that the EU should be careful 

not to provide rewards before the DPRK demonstrates progress, 

Giannella responded that the EU wanted to take a "cautious" 

approach and show the DPRK what incentives could be available 

if they continued their cooperation. 

11. (C) Turning to U.S.-India nuclear cooperation, Forta 

raised concerns about support for the deal in the Nuclear 

Suppliers Group (NSG). Giannella added that many member 

states share her concern about possible implications for the 

NPT review process.  She cited perceptions, especially among 

developing countries, that the initiative is discriminatory. 

She appealed to the U.S. side to handle the NSG process in a 

way that is sensitive to the NPT process. 

---------------------------- 

UNSCR 1540 and WMD Terrorism 

---------------------------- 

12. (SBU) PDAS McNerney expressed appreciation for the EU's 

work on UNSCR 1540 assistance projects and explained the U.S. 

hope that the Committee's mandate would be extended after 

April 2008 and reinforced in terms developing a greater 

implementation role.  Frota noted that Committee Chair Burian 

briefed a Committee on Nonproliferation (CONOP) session in 

late October, citing Africa as a key region needing 

assistance.  Burian shared with the EU his vision for the 

Committee, discussing efforts at dialogue, outreach and 

assistance, as well as a need to expand and strengthen the 

Committee's mandate.  Members of the EU side explained that 

the EU has gained experience on these issues by cofinancing 

seminars. Now they want to turn their attention to working on 

raising awareness and doing more for capacity building. 

Dupre added that the EU would like to use their stability 

instrument funding to do more on illicit financing.  He noted 

that the dialogue between the proliferation and financial 

member state communities has been lacking. 

13. (SBU) After the U.S. delegation presented a brief summary 

of the status of the Global Initiative to Combat Nuclear 

Terrorism, EU officials cited the precedent of their observer 

status in the Global Initiative to make the case for 

membership in the Proliferation Security Initiative (PSI). 

Dupre noted that the EU can add value, particularly by 

providing forensic expertise in smuggling. 

-------------------- 

Conventional Weapons 

-------------------- 

14. (SBU) Ambassador Frota said that the EU wants a 

convention on cluster munitions as soon as possible. He 

welcomed the U.S. agreement to allow a negotiating mandate in 

the CCW framework as a helpful evolution, although said that 

the EU would have preferred a more ambitious mandate.  He 

added that the evolution of the U.S. position gives the EU 

hope that the U.S. would participate in the convention.  PDAS 

McNerney explained the U.S. concern that military 

interoperability not be undermined through a total ban on 

cluster munitions. 
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15. (SBU) On the issue of Small Arms and Light Weapons 

(SALW), Frota cited transfer controls, marking and tracing, 

brokering, and ammunition as issues that required attention. 

He outlined EU concerns, explaining that the Europeans wanted 

to see stricter controls and more cooperation on export, 

import, shipping and transport of SALW.  The EU is in favor 

of global standards of tracing and would like to see the 

creation of an international instrument for ammunition.  PDAS 

McNerney noted that the U.S. had decided not to participate 

in the 2008 Biennial Meeting of States on SALW and was still 

considering whether to participate in the Groups of 

Governmental Experts on ammunition and on the proposed Arms 

Trade Treaty. 

--------------------------------------------- ------- 

Global Partnership against the Spread of Weapons and 

Materials of Mass Destruction 

--------------------------------------------- ------- 

16. (SBU) PDAS McNerney said the Global Partnership (GP) was 

a good news story, which the U.S. was now looking to extend 

beyond the former Soviet Union.  Dupre replied that both the 

Council and Commission had been active in supporting the GP 

and favored expanding it beyond Russia and beyond 2012. 

However, he warned against committing funds and then looking 

for programs on which to spend them; good programs had to 

proceed funding.  PDAS McNerney commented that while we 

agreed that it would be best to commit funds to anticipated 

programs, we need to continue to support a top level 

commitment to ensure adequate priority and momentum for the 

Partnership. 

17. (U) PDAS McNerney and Ambassador Rocca have cleared this 

cable. 

MURRAY 

. 

=======================CABLE ENDS============================

refid: 08ANKARA265

origin: Embassy Ankara

classification: CONFIDENTIAL

destination: 08STATE13607

header:

VZCZCXYZ0011

PP RUEHWEB

DE RUEHAK #0265 0431611

ZNY CCCCC ZZH

P 121611Z FEB 08

FM AMEMBASSY ANKARA

TO RUEHC/SECSTATE WASHDC PRIORITY 5209

INFO RUEHXP/ALL NATO POST COLLECTIVE PRIORITY

RUEKJCS/JOINT STAFF WASHINGTON DC PRIORITY

RUEKJCS/SECDEF WASHDC PRIORITY

RUEHNO/USMISSION USNATO PRIORITY 6242

----------------- header ends ----------------

C O N F I D E N T I A L ANKARA 000265 

SIPDIS 

SIPDIS 

PM/WRA FOR BAKER 

E.O. 12958: DECL: 02/12/2018 

TAGS: PARM, PREL, NATO, TU 

SUBJECT: TURKEY SHARES USG CONCERNS ABOUT OSLO PROCESS 

REF: STATE 13607 

Classified By: Pol-Mil Counselor Carl Siebentritt, Reasons 1.4 (b) and 

(d) 

1. (C) We delivered reftel demarche on February 11 to MFA 

Department Head for Arms Control and Disarmament Elif Ulgen, 

who is coordinating Turkey's interagency position on cluster 

munitions and was a member of the Turkish delegation to the 

Oslo Process meeting in Vienna on 5-7 December.  Ulgen said 

that Turkey shares many of our concerns about the draft 

declaration.  Turkey continues to view the Convention on 

Certain Conventional Weapons (CCW) as the most appropriate 

framework to conduct negotiations on cluster munitions and to 

strike a balance between humanitarian concerns and military 

requirements.  In particular, Turkey is concerned about the 

impact that the proposed convention would have on NATO 

interoperability.  Ulgen further stated that although there 

exists a de facto moratorium on the use of cluster munitions 

by the Turkish armed forces, Turkey's military doctrine 

continues to call for the use of cluster munitions in the 

event of an "all out war." 

2. (C) Despite having strong reservations about the draft 

declaration, Turkey will send a delegation to the Wellington 

meeting.  Ulgen expected the Turkish delegation only to play 

an observer's role in Wellington, and stressed that Turkey's 

goal in participating in the meetings is to avoid being 

blindsided by the process. 

3. (C) Ulgen noted that Turkey has been participating in a 

series of informal meetings taking place in Geneva (separate 

from but possibly related to the CCW negotiations chaired by 

Danish Ambassador Witgoski) among like-minded countries 

participating in the Oslo Process (including the UK, Germany, 

the Netherlands, Finland, Japan, and Australia).  According 

to Ulgen, during the last Geneva meeting in January, 

participants were in wide agreement that the provision for a 

total ban on cluster munitions must be removed from the final 

declaration.  Ulgen made clear that Turkey has no intention 

of signing the declaration as it currently stands. 
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1. (C) We delivered reftel points to MFA Department Head for 

Disarmament and Nonproliferation Elif Ulgen on May 8.  Ulgen 

said the GOT shared USG concerns about Article 1 (b) and (c) 

of the Oslo Process draft text, and agreed with the U.S. 

position that the workarounds developed for the Ottawa 

Convention would not be an appropriate model for cluster 

munitions. 

2.  (C) Ulgen reconfirmed that the GOT will not be a 

signatory to the Oslo Process.  In addition to concerns about 

the potential impact on Alliance interoperability, Ulgen said 

the GOT had three additional concerns: 

-- Although the Turkish military does not use cluster 

munitions, it maintains them in its inventory as an important 

element in Turkey's national defense.  Ulgen said the Turkish 

General Staff has indicated that there are no real 

alternatives to cluster munitions for addressing Turkey's 

defense requirements. 

-- None of Turkey's neighbors appear to be interested in 

becoming signatories; 

-- Turkey is not in position to make any additional 

disarmament commitments as it is still focused on meeting its 

Ottawa Convention obligations to eliminate its stockpile of 

anti-personnel landmines. 

3.  The GOT plans to attend the May 19 Dublin meeting as an 

observer, and the delegation will be headed by the Turkish 

ambassador to Ireland, who will be supported by working level 

experts from Ulgen's office.  Ulgen stated that the GOT 

continues to view the Convention on Certain Conventional 

Weapons (CCW) as the most appropriate venue for developing a 

sensible way forward on cluster munitions that strikes a 

balance between humanitarian concerns and military 

requirements, and will intensify its engagement in the CCW. 

Ulgen confirmed that the GOT will attend the CCW's July 

experts group meeting.  Turkey also strongly supports the 

NATO tasking for the NATO Military Authorities (NMA) to 

provide military advice on the impact the Oslo Process would 

have on NATO operations, and will be very interested in NMA 

input. 

4. (C) Ulgen took on board the need to share GOT concerns 

about the Oslo Process with Allies since, if adopted, the 

current text would have an impact on overall Alliance 

interoperability, irrespective of whether individual Allies 

become signatories to the Process. 

Visit Ankara's Classified Web Site at 

http://www.intelink.sgov.gov/wiki/Portal:Turk ey 

WILSON 

=======================CABLE ENDS============================

08ANKARA2064

origin: Embassy Ankara

classification: UNCLASSIFIED

destination: 08STATE125608

header:

VZCZCXYZ0000

PP RUEHWEB

DE RUEHAK #2064 3331245

ZNR UUUUU ZZH

P 281245Z NOV 08

FM AMEMBASSY ANKARA

TO RUEHC/SECSTATE WASHDC PRIORITY 8155

INFO RUEKJCS/SECDEF WASHDC PRIORITY

RUEKJCS/JCS WASHDC PRIORITY

----------------- header ends ----------------

UNCLAS ANKARA 002064 

SIPDIS 

DEPARTMENT FOR EUR/SE, PM/WRA 

E.O. 12958: N/A 

TAGS: PREL, PARM, MOPS, TU 

SUBJECT: TURKEY WILL NOT SIGN THE CONVENTION ON CLUSTER 

MUNITIONS 

REF: STATE 125608 

1. (U) MFA Nonproliferation and Disarmament Section Head 

Mustafa Yurdakul confirmed on November 28 that the GOT will 

not/not sign the Convention on Cluster Munitions. 
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SUBJECT: AFGHAN VIEWS ON CLUSTER MUNITIONS AND OSLO PROCESS 

REF: A. 0 STATE 167308 

     B. STATE 13607 

     C. WILLIAMS-BAKER E-MAIL (13 JAN 2008) 

Classified By: Ambassador Wood for reasons 1.4(b) and (d) 

1. (C) SUMMARY:  Ambassador Wood on January 31 raised the 

cluster munitions (CM) issue with President Karzai and 

National Security Advisor Rassoul, who said the Afghan 

government would not take any steps that would damage the 

U.S.-Afghan security relationship.  Foreign Minister 

Spanta told the Ambassador and Assistant Secretary Boucher 

on February 8 that although an Afghan representative would 

attend the Wellington meeting on CM, the Afghan government 

would not sign any document produced by the "Oslo Process." 

2. (C) Following up on Embassy demarches to the MOD and 

MFA in December (Ref C), Ambassador Wood discussed the 

Oslo Process with Karzai and Rassoul on January 31.  Karzai 

and Rassoul understood the significance of the issue for 

the U.S.-Afghan strategic partnership and promised that 

the Afghan Government wold not sign an Oslo Process 

treaty. 

3. (C) Following Spanta's return on February 7 from 

extended travel, he informed Ambassador Wood that the 

participation by an Afghan representative at Oslo Process 

meetings was a mistaken initiative by the Afghan Ambassador 

to Norway.  MFA officials at the Assistant Secretary level 

had apparently viewed the cluster munitions issue in the 

same vein as the anti-landmine Ottawa Treaty, to which 

Afghanistan is a party.  The MFA bureaucracy saw an 

opportunity to further insert Afghanistan into the 

anti-landmine (inclusive of ordnance resulting in 

explosive remnants of war) group of nations in the 

international community without regard for the implications 

for the U.S.-Afghan relationship.  When the issue reached 

the Foreign Minister's office, the Minister's Senior 

Advisor provided informal assurances that Afghanistan would 

not be a signatory to an Oslo Process treaty, which Spanta 

formally confirmed on February 7. 

4. (C) COMMENT:  The delay in receiving a formal response 

from the MFA and the necessity of raising this issue with 

the President underscore the dearth of experienced 

diplomats in the MFA.  It also underscores the narrow focus 

of the MOD, which was unaware of Afghan participation in 

Oslo Process meetings and the implications for U.S.-Afghan 

security relations.  Although Embassy encouraged the MOD to 

insert itself into the decision-making process, considering 

the military interoperability and training assistance 

equities, Defense Minister Wardak was reluctant to engage 

on a "diplomatic" matter unless/until brought up in cabinet 

meetings. 

WOOD 
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SUBJECT: DEMARCHE TO AFGHANISTAN ON CLUSTER MUNITIONS 

REF: A. STATE 125608 

     B. KABUL 346 

     C. KHAN-MORIMOTO E-MAIL (12/10/2008) 

Classified By: PM Assistant Secretary Mark T. Kimmitt 

For Reasons 1.4 (b) and (d) 

1.  (U) This is an action request.  See para 2. 

2.  (SBU) Summary and Action Request:  Contrary to previous 

statements to the U.S. Government, the Government of the 

Islamic Republic of Afghanistan joined 93 other states in 

signing the Convention on Cluster Munitions (CCM), December 

3-4, 2008 in Oslo, Norway.  The United States did not sign 

the treaty as cluster munitions continue to have military 

utility.  The U.S. Government believes Article 21 of the 

Convention provides the flexibility for signatories to 

continue to cooperate and conduct operations with U.S. 

forces, and in turn for U.S. forces to store, transfer, and 

use U.S. cluster munitions in the territory of a State Party. 

 The Department requests that Post approach appropriate 

interlocutors at the Afghan Ministries of Foreign Affairs and 

Defense to urge Kabul to interpret Article 21 in a similar 

manner, minimizing any potential impact of Afghanistan,s 

signature of the Convention on U.S. operations and military 

cooperation.  Given the political sensitivities in 

Afghanistan surrounding cluster munitions as well as air and 

artillery strikes in general, the Department believes that a 

low-profile approach will be the best way to ensure a common 

understanding that the CCM does not impede military planning 

and operations between our two governments.  A copy of the 

CCM will be e-mailed to Post.  End Summary and Action Request. 

OBJECTIVES 

---------- 

3.  (SBU) Department requests Post pursue the following 

objectives with the Government of the Islamic Republic of 

Afghanistan (GIRoA) Ministries of Foreign Affairs and 

Defense.  Post may also draw on points in ref A and the 

background below.  A copy of the CCM text will be e-mailed to 

Post. 

-- Reassure GIRoA the United States shares Afghanistan,s 

humanitarian concerns and expends great effort to reduce the 

unintended risk to civilians from cluster munitions during 

and after armed conflict. 

-- Urge GIRoA to take full advantage of the flexibility 

afforded by Article 21 of the Convention on Cluster Munitions 

(CCM) that allows for continued "military cooperation and 

operations" between a signatory and a non-signatory.  Article 

21 also covers all preparations for future military 

operations, transit of cluster munitions through 

Afghanistan,s territory, and storage and potential use of 

cluster munitions on Afghanistan,s territory. 

-- Emphasize that a narrow interpretation of Article 21 by 

GIRoA will impair our ability to defend the lives of our 

soldiers as well as those of Afghanistan and Coalition 

partners. 

-- Share with GIRoA the U.S. Department of Defense Policy on 

Cluster Munitions and Unintended Harm to Civilians, signed by 

Secretary Gates on June 19, 2008.  (Text can be found at: 

http://www.defenselink.mil/news/d20080709cmpo licy.pdf.) 

-- Request that GIRoA pass to the USG any concerns impacting 

military operations in Afghanistan through bilateral channels. 

-- IF RAISED:  The United States currently has a very small 

stockpile of cluster munitions in Afghanistan.  In certain 

circumstances, they are the most effective system to use 

against light armor, wheeled vehicles, materiel, and 

personnel, while at the same time limiting collateral damage. 

 Not allowing the use of cluster munitions will increase risk 

to coalition forces engaged in combat from enemy 

counter-fire, reduce responsiveness, decrease the number of 

different targets that can be attacked within a specified 

timeframe, and will substantially increase risks of 

collateral damage by requiring usage of a greater number of 

large, unitary warheads to accomplish the same mission. 

Cluster munitions employment would comply with the laws of 

war to include a painstaking collateral methodology and 

target development process, and only when absolutely 

necessary. 

REPORTING DEADLINE 

------------------ 

4.  (U) Embassy should report results of efforts by cable to 

PM/WRA Katherine Baker before January 5, 2009. 

BACKGROUND 

---------- 

5.  (C) Despite assurances to the contrary from President 

Karzai and Foreign Minister Spanta to Ambassador Wood in 

February 2008 (ref B), the GIRoA joined 93 other states in 

signing the CCM, December 3-4, 2008 in Oslo, Norway. 

According to timely Post reporting, President Karzai decided 

at the last moment to overrule Spanta and sign the CCM 

without prior consultation with the USG or other key states 

engaged in operations in Afghanistan.  Information from Post 

and the press indicates that even ardent supporters of the 

CCM who had been lobbying Kabul for some time were unaware of 

the change in policy until December 3, when Afghanistan 

formally signed the treaty.  Moreover, at least parts of the 

Foreign Ministry appeared unaware of the policy change, as of 

December 10 (ref C).  Given the political sensitivities in 

Afghanistan surrounding cluster munitions as well as air and 

artillery strikes in general, the Department believes that a 

relatively low-profile dialogue at the sub-ministerial level 

will be the best way to ensure a common understanding between 

the USG and GIRoA that the CCM does not impede U.S. and ISAF 

military planning and operations. 

6.  (SBU) CCM signature does not automatically result in 

restrictions on the plans and operations of the International 

Security Assistance Force (ISAF) or other organizations 

engaged in security operations in Afghanistan.  The United 

States interprets Article 21 of the CCM to enable 

non-signatories to continue to operate with those that have 

signed the treaty.  Furthermore, the United States reads the 

phrase "military cooperation and operations" in Article 21 to 

include all preparations for future military operations, 

transit of cluster munitions through the territory of a State 

Party, and storage and use of cluster munitions on the 

territory of a State Party.  Many of our NATO Allies and 

other key partners share this interpretation.  The NATO 

Military Committee advice issued on September 30, 2008 notes 

that Article 21 provides the necessary flexibility to allow 

military cooperation among Allies that are party to the 

Convention and those that are not.  Bilateral consultations 

with military allies and partners during the negotiation of 

the CCM indicate that ongoing operations in Afghanistan were 

a major factor in the inclusion of Article 21 by would-be 

signatories, several being troop contributors to ISAF.  A 

narrow interpretation of the clause by GIRoA would reverse 

the hard work of our Allies and partners in ensuring that the 

CCM text included a clause on interoperability and combined 

operations. 

7.  (U) The United States did not sign the CCM as it 

constitutes a near-total ban on cluster munitions, which 

provide a vital military capability and remain a legitimate 

weapon when used properly and in accordance with existing 

international humanitarian law.  We believe that the 

elimination of cluster munitions from our stockpiles would 

put the lives of our soldiers and those of our coalition 

partners at risk.  Without cluster munitions it becomes more 

difficult to fulfill our security guarantees to others.  We 

are not aware of any munition that offers the same 

combination of range, economy of force, responsiveness, and 

flexibility as cluster munitions.  Moreover, there are no 

easy substitutes, and possible alternatives (carpet bombing, 

massed artillery barrages, etc.) have pronounced and 

potentially more adverse humanitarian impacts.  We are 

working to improve our cluster munitions in order to reduce 

the unintended effects on civilians.  While the current 

security environment in Afghanistan may not necessarily lend 

itself to employment of cluster munitions, the situation 

remains dynamic so that the United States cannot permanently 

preclude its use in the country. 

8.  (SBU) As the United States expands its forces in 

Afghanistan, the likelihood of enemy contact will rise due to 

an increase in operations.  It is critical for the United 

States and Coalition partners to have the effects that 

cluster munitions can provide for the safety of our forces. 

The use of cluster munitions depends on the targeting sets 

and the effects desired against those targeting sets balanced 

with humanitarian considerations.  Targeting sets would 

normally be light armor, wheeled vehicles, materiel, and 

personnel.  Not allowing the use of cluster munitions will 

increases risk to Coalition forces engaged in combat from 

enemy counter-fire, reduce responsiveness, decrease the 

number of different targets that can be attacked within a 

specified timeframe, and will substantially increase risks of 

collateral damage by requiring usage of a greater number of 

large, unitary warheads to accomplish the same mission. 

Cluster munitions employment would comply with the laws of 

war.  The rules of engagement would be stringent, and the 

collateral damage methodology and target development process 

would be painstaking, balancing military need with 

humanitarian concerns. 

U.S. Attempts to Address Humanitarian Concerns 

--------------------------------------------- - 

9.  (U) The United States is addressing the humanitarian 

impact of unexploded cluster munitions through multiple 

channels.  On June 19, Secretary Gates signed the new 

Department of Defense Policy on Cluster Munitions and 

Unintended Harm to Civilians.  The primary feature of this 

policy is the commitment that by 2018, U.S. armed forces will 

employ only those cluster munitions that, after arming, 

result in no more than 1 percent unexploded ordnance across 

the range of intended operational environments.  Post-2018, 

the USG will not transfer cluster munitions that do not meet 

these criteria and, for any cluster munitions transferred 

prior to 2018 not meeting this standard, the recipient state 

must agree not to use them after 2018. 

10.  (U) In addition, the Department of State and the Agency 

for International Development will continue efforts to 

protect civilians from unexploded cluster munitions and 

explosive remnants of war (ERW) through extensive survey, 

clearance, risk education assistance, and victims, assistance 

programs.  The U.S. is the largest single donor to these 

types of activities, providing over $1.4 billion since 1993, 

including nearly $167.5 million for Afghanistan.  (This 

figure includes assistance for clearance of landmines and all 

varieties of unexploded ordnance.)  State Department programs 

include both immediate post-conflict response and long-term 

assistance for affected states, including Afghanistan where 

the United States has had demining and ERW clearance programs 

since 1988. 

11.  (U) Finally, the United States continues to work towards 

a legally-binding Protocol on cluster munitions within the 

framework of the Convention on Certain Conventional Weapons 

(CCW).  Unlike the CCM, the CCW includes most major states 

which use, produce, and/or stockpile the world,s cluster 

munitions; many of them will not sign the CCM.  These states 

were willing to work towards finalizing an agreement in the 

CCW that addresses both military and humanitarian concerns. 

Unfortunately, 25 of the strongest CCM supporters blocked 

consensus towards a binding CCW Protocol during the November 

2008 negotiating session by demanding language virtually 

identical to that found in the CCM.  The United States 

continues to support the CCW negotiations and will 

participate in the 2009 GGE sessions (February 16-20 and 

April 14-17).  Afghanistan has signed, but not ratified, the 

CCW. 

12.  (U) For more information, please contact Katherine Baker 

(202-663-0104) in PM/WRA. 

RICE 
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E.O. 12958: N/A 

TAGS: PARM, PREL, KCFE, OSCE, RS, XG 

SUBJECT: FSC SEPTEMBER 17: RUSSIA AND GEORGIA CONTINUE FEUD 

1. (SBU) Summary:  At the September 17, FSC Russia and 

Georgia reprised their running feud over culpability for 

starting the August war.  Russia presented an amateurish 

video purporting to show Georgia's responsibility for 

starting the conflict and evidence of Georgian attacks on 

civilian targets.  Georgia vigorously replied, referring to 

Russian provocations leading up to the August conflict and 

accusing Russia of planning for an attack long before 

Georgia's strike on Tskhinvali.  The U.S. called for Russia 

to observe the cease-fire agreement and cooperate with the 

OSCE in restoring peace and stability to the region. 

2. (SBU) The head of security cooperation at the OSCE mission 

in Bosnia and Herzegovina briefed ongoing work there, 

including support to Dayton Article IV arms control, small 

arms and ammunition management, and defense reform. 

3. (SBU) In the working groups, Estonia agreed that a work 

shop on cyber security could usefully occur before an 

information exchange on the subject, both proposed in its 

draft decision.  Turkey and the U.S. urged avoidance of 

duplication of programs in discussing the German Food for 

Thought paper on landmines and explosive remnants of war. 

The U.S. and Azerbaijan noted they were not parties to the 

Ottawa Convention and would examine carefully any references 

to Ottawa in the paper.  The revised Code of Conduct 

Questionnaire will be discussed at an informal meeting on 

October 3.  The sponsors will then present a final version 

and push for consensus in time to adopt the revision before 

the Helsinki ministerial conference in late November. 

Washington, see para 32 guidance request.  End summary. 

Russia Shows Home Movies, Repeats Litany of Georgian Sins 

--------------------------------------------- ------------ 

4. (SBU) Russia (Ulyanov) said Georgia's "criminal 

aggression" in South Ossetia had a lasting effect on 

international relations.  Ulyanov said September 17 marked 

forty days since the conflict began: in Christian tradition 

this was the date to remember the dead.  The events of 

"08/08/08" for Russia were akin to 9/11 for the U.S. and as a 

result of them Russia had lost any illusions about the 

effectiveness of international security but would draw some 

useful lessons.  Russia was shocked, if not surprised. 

Ulyanov hoped his presentation would lead to more complete 

understanding for Russia's "partners." 

5. (SBU) Ulyanov's comments were accompanied by an awkwardly 

produced multimedia presentation that included video news 

reports from unidentified networks and what appeared to be 

footage taken from cellular telephones or other hand-held 

cameras.  He had repeated difficulties in synchronizing the 

presentation to his narrative. 

6. (SBU) Ulyanov said Georgia began planning to expel all 

South Ossetians immediately after the "Rose revolution." Many 

South Ossetians did flee to Russia.  Georgia began arming 

itself in anticipation of an attack on South Ossetia. 

Ulyanov displayed a table showing exports of tanks, APCs, 

artillery, air defense systems, and military aircraft to 

Georgia from Ukraine and the Czech Republic.  Georgia, he 

continued, has omitted from their comments details of their 

preparations for attacking South Ossetia.  These included the 

movement of shock troops, artillery, and armor to the zone of 
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conflict, increased reconnaissance flights over South 

Ossetia, and finally the movement of about 12,000 troops by 

truck into the area by August 7.  Georgian peacekeeping 

troops left the Joint Peacekeeping Force headquarters just 

before the attack commenced on Tskhinvali. 

7. (SBU) Georgia hoped the opening of the Beijing Olympics 

would divert international attention from its attack on South 

Ossetia.  There was no Russian provocation of this attack and 

there was certainly no attack by Russian armored forces that 

required a Georgian "response." 

Georgian Atrocities 

------------------- 

8. (SBU) Russia went on to charge that Georgia deliberately 

targeted civilians and civil institutions like hospitals, 

parliament buildings, and schools in Tskhinvali.  Georgia 

destroyed most of the "old town" there, including the "Jewish 

quarter."  Georgia used multiple-launcher rocket systems 

(MLRS) with cluster munitions against civilian targets.  The 

result was a "humanitarian catastrophe" with 34,000 people 

trying to flee the war but unable to escape because Georgia 

had destroyed roads and transport facilities.  There were no 

medical facilities, food, or water because of Georgia's 

destruction of civilian infrastructure.  Ulyanov claimed the 

Georgian military called the attack on Tskhinvali "Operation 

Clear Field."  He later showed a video that he said depicted 

a Georgian armored vehicle firing on civilian dwellings in 

Tskhinvali.  The identity of the camera operator or the 

vehicle he was riding was unclear. 

9. (SBU) Georgia also attacked Russian peacekeepers in South 

Ossetia.  These attacks and other instances of unusual 

brutality, to include the mutilation of corpses, were being 

investigated by Russian criminal prosecutors. 

10. (SBU) Russia had warned it could not remain idle while 

its nationals and other civilians were attacked in South 

Ossetia.  While Georgia and the U.S. viewed Russia's warning 

as a threat, Russia's calls for an agreement to the non-use 

of force were ignored.  Russian forces were in control of the 

south end of the Roki tunnel by the morning of August 8 and 

their 58th Army Group and 135th Motorized Rifle Division 

moved into the region the same day.  Russian aircraft 

attacked Georgian radar and other military targets. 

President Medvedev explained Russia's response as 

necessitated by Georgian aggression in violation of 

international obligations, citing the UN Charter recognition 

of the right of self-defense.  Russian forces provided 

humanitarian assistance to civilians as part of their 

response to the Georgian attack. 

11. (SBU) Ulyanov noted that "our partners have reprimanded 

us for our disproportionate use of force."  This, he said, 

implied some use of force was legitimate.  But how should 

"disproportionate" be defined, e.g., in comparison with the 

NATO air campaign in Kosovo.  Russia used force with maximum 

restraint but sufficient to stop the aggressor.  Russia 

admits that some civilians suffered as a result, but blame 

for that rests with the Saakashvili regime and its "criminal 

stunt." 

Who Knew the Russians Watched Fox News? 
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--------------------------------------- 

12. (SBU) Showing satellite or aerial photographs of 

Tskhinvali and Gori, Ulyanov claimed they showed the massive 

amount of civilian infrastructure damage caused by Georgia in 

Tskhinvali and the limited damage caused by the Russians in 

Gori.  He also showed an excerpt of an interview on the 

U.S.-based Fox news network of a 12-year old American girl 

and her aunt, who were both in South Ossetia during the 

August war and praised the Russian forces for saving them 

from the Georgian attackers.  The aunt spoke English with a 

Russian accent. 

Russia Complains of Press Cynicism 

---------------------------------- 

13. (SBU) Ulyanov described as "cynical" a CNN report that 

was captioned "Russia invades Georgia."  He said a "code of 

conduct" was needed for media covering local conflicts to 

prevent mass disinformation. 

14. (SBU) A military officer on the Russia delegation, showed 

a power point presentation that he said had been captured 

from retreating Georgian forces.  He described the slides as 

the operational plans for the August Georgian attack on South 

Ossetia.  The captions on the slides were apparently in 

Georgian but had been transliterated into Latin script.  The 

officer claimed Georgia had begun planning for the attack in 

2006, which could in no sense be described as "spontaneous." 

Georgia Places the War in Context 

--------------------------------- 

15. (SBU) Georgia (Giorgadze) said it would defer a complete 

reply to Russian accusation until the September 24 FSC.  The 

Russia presentation, although carefully prepared, was 

unconvincing.  It was "disgraceful propaganda" and almost 

entirely untrue.  Russia's title, "the Events of August 

7-12," was significant as it omitted the larger context.  The 

Russian invasion of Georgia was just the tip of an iceberg. 

Russia had ignored or rejected Georgia's peace proposals from 

2004 on, including the proposal endorsed by the 2005 OSCE 

ministerial in Ljubljana.  Russia lifted the arms embargo of 

South Ossetia in March.  Russia established "illegal" links 

with South Ossetia and Abkhazia in April.  Russia shot down a 

Georgian UAV.  Assassination attempts were made against 

Georgian officials.  Russia conducted large-scale military 

exercises in July immediately adjacent to its border with 

Georgia. 

16. (SBU) Giorgadze said the separatists had rejected the 

Ger man or "Steinmeier" peace plan.  Separatist militias had 

shelled Georgian villages and their weapons were provided 

through the Roki tunnel, including large-caliber artillery in 

violation of the 1992 peace settlement. 

17. (SBU) Georgia had called for peace negotiations on August 

5 and 7 but the Russian representative to the JCC did not 

even attend the meetings.  The separatists continued illegal 

military operations even after the cease-fire agreement. 

Ethnic cleansing of Georgians in the now-occupied areas 

continues.  Giorgadze said the "empire of evil's" actions are 

similar to those of the Soviet Union in its invasions of 

Hungary and Czechoslovakia after World War Two. 
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Georgia Says Russia Prepared for War 

------------------------------------ 

18. (SBU) Giorgadze said Georgia made no secret of its 

rearming, required after it became truly independent with the 

"Rose revolution."  He recalled Georgia tried to bring 

international attention to new Russian and separatist 

military facilities in South Ossetia and Abkhazia.  Georgia 

has only four brigades, one of which was involved in the 

August events while two were stationed near Abkhazia and the 

fourth had been in Iraq.  While Russia comments on the 

several days needed to deploy the Georgian brigade from Gori 

to the zone of conflict, it does not explain how it was able 

to deploy an entire army group in a few days without 

extensive advanced preparation.  He referred to the media 

report of intercepted cellular telephone conversations that 

suggest a large Russian armored column had been moved through 

the Roki tunnel before August 8. 

19. (SBU) As to the "captured" operational plans in the power 

point, Giorgadze observed that military staffs are charged 

with preparing plans for all contingencies and Russia had not 

established that the plans displayed were actually those used 

by Georgia in August. 

EU to Send Monitors 

------------------- 

20. (SBU) France (Simonet), on behalf of the EU, welcomed 

Russia's implementation of the September 9 agreement and the 

withdrawal of its forces to their lines prior to the outbreak 

of hostilities.  The EU will send 200 observers who will 

begin deploying no later than October 1.  The EU called for a 

peaceful and lasting solution to the conflict based on 

international principles of sovereignty and territorial 

integrity.  The EU called for an inquiry into the conflict 

and has appointed an official to lead it.  The EU will donate 

500 million euros for the 2008-2010 reconstruction of the 

region. 

U.S. Calls Russia to Comply with Cease-fire 

------------------------------------------ 

21. (SBU) The U.S. (Neighbour) called for Russia to observe 

the cease fire agreement and cooperate with the OSCE in 

restoring peace and stability to Georgia.  He described 

Russian actions after August 7 as "disproportionate." 

Who Armed Georgia? 

------------------ 

22. (SBU) Russia (Ulyanov), with regard to Georgia's upcoming 

presentation on September 24, said the question of who armed 

Georgia should be also discussed.  Also, why was it 

legitimate to recognize Kosovo but not South Ossetia and 

Abkhazia.  Ulyanov said Georgia's offensive was long- and 

well-prepared.  Georgia also planned to invade Abkhazia, but 

Russia was able to deter this by moving a division there. 

The support Georgia receives from others only encourages it 

to make more attacks. 

23. (SBU) The chair condemned the violence in the region and 

called for full implementation of the cease-fire.  He called 
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on all sides to protect civilians, facilitate humanitarian 

assistance, and allow the return internally displaced 

persons.  The CiO (Finland) and the Council of Europe are 

assessing the state of human rights and compliance with the 

OSCE political-military acquis in the region. 

24. (SBU) Note:  Separately, the chair (Kangaste) informed 

the U.S. delegation that Russia will make a presentation on 

arms transfers to Georgia on October 1.  End note. 

OSCE Pol-Mil Activities in Bosnia 

--------------------------------- 

25. (SBU) Brig General (retired) Ulrich Heider (Germany), 

director of the Department of Security Cooperation at the 

OSCE Mission to Bosnia and Herzegovina (BiH), reported on 

current political-military activities.  Heider described the 

three main programs as support to the Dayton Article IV arms 

control implementation; elimination of excess SALW and 

ammunition and improved stockpile management; and defense 

reform, particularly through outreach and awareness-raising 

events on the democratic control of the armed forces with BiH 

parliamentarians.  Heider said surplus ammunition was an 

immediate and critical issue if BiH is to avoid further depot 

explosions.  He said efforts to control small arms in 

civilian hands were not very successful.  His department was 

assisting in the drafting of legislation to address the 

issue. 

26. (SBU) The U.S. (Neighbour) praised OSCE efforts in BiH, 

particularly in helping BiH to implement the OSCE acquis as 

found in the Code of Conduct and the Documents on SALW and 

conventional ammunition. 

Cyber Security 

-------------- 

27. (SBU) In the working group, Estonia (Tiigimae), sponsor 

with Lithuania of a proposal for an information exchange and 

workshop on cyber security (FSC.DEL/125/08/Rev.1), explained 

that the workshop could include a threat analysis, "good" 

practices, the roles of states and their armed forces, the 

private sector, and the individual.  Tiigimae anticipated a 

broad discussion of cyber security across all OSCE dimensions 

resulting in norm- and standard-setting in the workshop.  He 

also suggested a draft ministerial decision to endorse any 

FSC decision taken.  The questionnaire for the information 

exchange could be developed at or after the workshop. 

28. (SBU) Turkey, Germany, Denmark, and Austria supported the 

proposal and recommended the draft decision include more 

details, specifically the agenda and modalities for the 

workshop.  Luxembourg (Pilot), urging dispatch, recommended 

deleting operative paragraph 1 on the information exchange 

and calling for a workshop in the first half of 2009 vice 

"within the next twelve months."  Ireland, Switzerland, 

Slovenia, and Sweden preferred a workshop before the 

information exchange.  The chair (Kangaste), in response to 

the U.S., said a joint workshop with the Permanent Council 

(PC) was not expected but he would share information with the 

relevant PC committees. 

SALW 

---- 
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29. (SBU) The FSC coordinator for small arms and light 

weapons (SALW), UK Colonel Steve Hartnell, described ongoing 

work in: 

- Tajikistan: phase 2 on physical security and related 

training will close in late 2008 or early 2009. 

- Belarus: the pilot phase of a joint project with UNDP to 

improve stockpile management will conclude in late 2008.  A 

donors' visit in May confirmed progress.  The next phase, to 

start in 2009, will be based on a revised implementation plan 

that reflects increased contributions from Belarus, although 

pS funding is needed.  There will be an informal meeting soon 

to discuss a donors' visit. 

- Kyrgyzstan: an assessment visit is planned for October in 

response to the Kyrgyz request for assistance.  Funding is 

needed. 

Conventional Ammunition 

----------------------- 

30. (SBU) FSC coordinator for stockpiles of conventional 

ammunition (SCA), Danish Lt Col Nils Petersen, reported on 

projects in: 

- Kazakhstan: an assessment visit was conducted September 

8-10, the report of which would be available soon. 

- Kyrgyzstan:  an assessment visit in September in response 

to the Kyrgyz 2004 request for assistance in destroying 

SALW/SCA and improving stockpile management and security 

recommended OSCE help in re-establishing the Kyrgyz 

ammunition testing laboratory.  The project is budgeted at 

200,000 euros and donors are needed. 

- Montenegro: a donors' visit is planned for October 21-23. 

Meetings are scheduled with the defense minister, armed 

forces chief of staff, the OSCE mission, and project sites. 

Code of Conduct 

--------------- 

31. (SBU) The FSC coordinator for the Code of Conduct, 

Austrian Colonel Anton Eischer, laid out the autumn plan of 

work on the revised Code Questionnaire (FSC.DEL/98/08/Rev.3): 

- an informal meeting on October 3 to discuss still pending 

proposals; 

- followed by circulation of the final revised draft, to be 

discussed at the October 15 working group A; 

- and subsequent distribution of a draft decision for 

approval in the working group action by the plenary before 

the ministerial conference at the end of November. 

32. (SBU) GUIDANCE REQUEST:  Mission request guidance/edits 

on the revised Code Questionnaire draft decision for use at 

the October 3 meeting.  This may be the last appropriate time 

to voice our concerns without appearing obstructionist. 
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Landmine/ERW Food-for-Thought 

----------------------------- 

33. (SBU) Turkey generally supports the 

German/French/Slovenian Food-for-Thought paper on landmines 

and explosive remnants of war (ERW) (FSC.DEL/126/08) but 

wants to avoid duplication of work done by other 

organizations.  As Turkey is not a signatory to Protocol V of 

the Convention on Conventional Weapons it would to delete 

reference to it in the paper.  The U.S. and Azerbaijan noted 

they were not signatories to the Ottawa Convention.  The U.S. 

and Sweden also urged avoidance of duplication. 

Next Meeting 

------------ 

34. (SBU) The next FSC meeting will be on September 24.  The 

Security Dialogue will feature presentations by the Swiss 

foreign ministry on the Geneva Declaration on Armed Violence 

and Development and by Georgia on its conflict with Russia. 

FINLEY 

=======================CABLE ENDS============================

