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SUBJECT: COMBATING EXTREMISM IN GREECE 

REF: STATE 159129 

Classified By: Charge Tom Countryman.  Reasons 1.4(b/d). 

1.  (S) SUMMARY: In Greece, the twin threats of extremism and 

violence stem more from a decades-old, homegrown anti-U.S., 

anti-NATO, anti-globalization sentiment that is deeply 

engrained in Greek society than from extremism exported from 

the Middle East.  Domestic terrorist groups and an active 

anarchist movement have long been the source of extremism and 

violence in Greece.  Greece's Muslim community is split 

between the Turkish minority in the north (protected under 

the Treaty of Lausanne), and a relatively new Athens-based 

population of economic migrants from the Middle East and 

South Asia.  Extremist elements are rare in both.  Greek 

society's insular focus, with its high premium on "Greekness" 

and the Orthodox religion, has created a haven for fringe 

groups which target non-Greeks (especially Jews) for 

violence.  Above all, the United States is Public Enemy 

Number One in Greece -- domestic extremist groups regularly 

target the U.S. embassy to protest against both past history 

and current "American hegemony."  To counter extremist 

attitudes, the Embassy has a multifaceted outreach program, 

designed to promote mutual understanding (an MPP goal) 

between the U.S. and Greece, and within Greece's increasingly 

heteregeneous population.  END SUMMARY. 

---------------------------- 

FORMS OF EXTREMISM IN GREECE 

---------------------------- 

2.  (S) Extremism in Greece is mostly homegrown, and to a 

great extent derives from events unique to Greeks.  In 1968 a 

military junta overthrew the Greek Goverment in a move that 

is still widely (if wrongly) held here to have been at the 

behest, or with the connivance, of the U.S. Government.  The 

Turkish invasion of northern Cyprus in 1974 is also chalked 

up to American hegemonist planning.  Since then, a perceived 

bias in U.S. policy toward Turkey (and Greece's own identity 

problems vis-a-vis 400 years of Ottoman rule) has further 

skewed public opinion against the United States.  In recent 

history, the Kosovo air campaign and Operation Iraqi Freedom 

have both been used to keep public hostility toward the U.S. 

at a peak. 

-- DOMESTIC TERRORISM: "17 November" (17N), a radical leftist 

group, was established in 1975 and named for the student 

uprising in Greece on 17 November 1973 against the ruling 

military junta.  It is anti-Greek establishment, anti-U.S., 

anti-Turkey, and anti-NATO, and has sought the ouster of U.S. 

bases from Greece, the removal of Turkish military forces 

from Cyprus, and the severing of Greece,s ties to NATO and 

the European Union.  For 27 years, 17N murdered Greeks and 

non-Greeks alike, including five U.S. Embassy employees. 

Members of the organization also committed armed robbery, and 

carried out rocket attacks against symbolic targets.  In 2002 

a bungled attack by a 17N operative led to the arrests of 

eighteen other suspects.   In 2004, fifteen of these 17N 

defendants were found guilty and given multiple life 

sentences.  Some 17N members, including individuals believed 

to be involved in the murder of USG employees, remain at 

large; others have never been identified.  Further, other 

domestic terrorist groups continue to operate in Greece, and 

while they have not attained the murderous notoriety of 17N, 

they serve as a beacon for the extremist segment of the Greek 

population.  ELA (Revolutionary Popular Struggle) has 

described itself as revolutionary, leftist, anti-state, 

anti-capitalism, anti-imperialism and strongly anti-U.S.  ELA 

emerged in the 1970s and has assumed responsibility for over 

200 bombing that killed three people.  In the 90s, ELA 

stopped operations in Greece.  Four members of ELA were 

arrested in 2004.  All four were convicted and each received 

an imprisonment of 1,174 years.  One member, Christos 

Tsigarides has since been released from prison for health 
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reasons.  In 2005 two other members were tried for ELA 

actions (both were acquitted). 

Recently, two groups, "Revolutionary Action" and 

"Revolutionary Struggle" have appeared on the Greek domestic 

terrorism radar (it is unclear as yet whether these are, in 

fact, two separate groups).  Some of Greece's CT elite 

believe that one group ("Revolutionary Action") is a 

successor to 17N.  "Revolutionary Struggle" is considered to 

be the successor to ELA, having simply dropped the "Popular" 

from its title.  "Revolutionary Struggle" has claimed 

responsibility for a number of small bombings at various 

Greek businesses, in which improvised explosive devices are 

always the weapon of choice.  These attacks take place in the 

early morning hours and rarely cause injuries.  There have 

been a few victims inadvertently injured as a result of being 

in the right place at the right time.  This group usually 

warns the Hellenic Police prior to detonation, however faulty 

workmanship occasionally leads to premature explosions. 

"Revolutionary Action" has claimed responsibility for a 

number of more serious attacks directed solely at the 

Hellenic Police.  In the fall of 2003, two devices exploded 

at a Greek Court in Athens, the second device clearly 

designed to harm first responders.  In May 2004 three devices 

were exploded at a police precinct in Kallithea (Athens) and 

again the seond/third devices seemed to be intended to cause 

harm to first responders.  In October 2004 a roadside device 

was detonated as it was passed by a Hellenic Police bus 

convoy that was in route to Korydallos Prison, the current 

residence of incarcerated 17N members.  There were no 

injuries, likely due to poor workmanship of the device.  The 

most recent, and most disturbing, attack occurred on December 

31, 2004, when a Special Police Guard, assigned to the 

residence of the British Military Attach was assassinated 

while sitting in his guard booth.  Hellenic Police originally 

claimed that the attack was criminal in nature, but have 

subsequently attributed the attack to local terrorism.  This 

case, as well as the others is still open and it appears that 

there are no suspects. 

-- ANARCHISM: Anarchist organizations proliferate in Athens 

and Thessaloniki where they have carved out niches for 

themselves as extreme, leftist "irregulars."  Greek 

anarchists organize regular demonstrations in the name of 

anti-globalization, and against the U.S. specifically and the 

more ambiguous "Western influence."  For the most part, 

anarchist demonstrations are sparsely attended (although 

well-covered in the generally anti-American media). 

Gas-canister ("gazakia" in Greek) attacks have been 

orchestrated to destroy property, not people.  Embassy has no 

evidence that anarchist groups receive material support 

and/or training from international terrorist groups.  Like 

the domestic terror groups, however, anarchist gatherings 

serve to keep alive extremist views. 

-- ANTI-SEMITISM: During World War II, 90 percent of Greece's 

Jewish population perished in camps.  Today, only 5,000 Jews 

remain in Greece, mainly in Athens.  While of a smaller scale 

compared to other European countries, anti-Semitism is a 

recurring problem in Greece, expressed by acts of vandalism 

against Jewish monuments and buildings, insidious 

anti-Semitism in some media and through discrimination in the 

workplace.  Some Greeks subscribe to the myth that no Jews 

were in the World Trade Center on September 11, or are 

convinced that the attacks were a plot of the CIA, the 

Mossad, or both.  Greek newspapers, especially editorial 

cartoonists, are unforgiving in their use of Nazi imagery to 

describe Ariel Sharon and Israeli government policies in Gaza 

and the West Bank.  At the same time, Greece has longstanding 

ties to the Palestinian cause and Arafat personally; Greece 

was the last member of the EU to establish diplomatic 

relations with Israel (1990).  In modern colloquial Greek (as 

in the modern Arab world) there is often no distinction 

between "Jewish" and "Israeli."  The problem is compounded by 

almost universal opposition to Israeli policies in the 

Occupied Territories. 

3.  (C) As an example of Greek extremist attitudes, the 

Popular Orthodox Herald Party (LAOS) promotes radical 

nationalism, anti-Semitism, racism and xenophobia.  LAOS 

party leader George Karatzaferis, who won a seat in the 

European Parliament in 2004, regularly attributes negative 

events to international Jewish conspiracies and has used 

party-owned TV to denounce Greek politicians with Jewish 

origins and to claim that Jews were behind the 9/11 terrorist 

attacks.  The Greek neo-Nazi group "Chryssi Avghi" (Golden 

Dawn), attempted to organize "Hatefest 2005" (one of the 

slogans for the event was "Turkey Out of Europe"), a 

pan-European "festival" for the Far Right in southern Greece. 

 On a positive note, the event, after vigorous local 

opposition, was moved several times and ultimately out of 

Greece. 

-------------------------- 

GREECE'S MUSLIM POPULATION 

-------------------------- 

4.  (C) Greece has a native Muslim minority of 

Turkish-speakers, anywhere from 90,000-140,000 strong who 

live in the northeastern province of Thrace and in the 

islands of the far eastern Aegean near Turkey.  Under the 

1923 Treaty of Lausanne, this Turcophone Muslim minority has 

official status; Islam is recognized and Muslims in Thrace 

have the right to maintain social and charitable 

organizations, to be educated in the Turkish-language and to 

settle family disputes under Shari'a law (Greece is the only 

country in Europe to do so).  Officials say more than 300 

mosques operate under Lausanne Treaty privileges.  While 

Muslim clerics in Thrace have been trained in Saudi Arabia, 

and Turkish Consuls General in Thrace have a strong 

influence, bankrolling many local leaders and the "elected" 

muftis in the region, there is no indication of Muslim 

extremism among the indigenous minority in Thrace. 

5.  (C) Unlike in Thrace, the Muslim community in Athens has 

no treaty protection or guaranteed rights.  In the last 

fifteen years, migration to Greece from Muslim countries has 

mushroomed -- activists believe there could be as many as 

200,000 Muslim migrants (mainly illegals) in Athens, in 

addition to 4,000 Turcophone Greek Muslims.  There is no 

official mosque in Athens, so Muslims pray in numerous 

unofficial prayer rooms.  There are around two dozen such 

prayer rooms operating in Athens today.  They are organized 

in basement apartments and generally serve discrete 

populations:  Pakistani migrants go to a "Pakistani" mosque, 

Egyptians go to an "Egyptian" mosque, and so forth.  Leaders 

of the Bangladeshi community have told us there is a limited 

amount of crossover in their worship.  Although the Greek 

Parliament (finally) approved a bill in 2000 allowing 

construction of a mosque in Athens, the Arbchishop of Greece 

has strongly protested that the cultural center would "serve 

as a breeding ground for terrorism." 

--------------------------------- 

U.S. EFFORTS TO COUNTER EXTREMISM 

--------------------------------- 

6.  (C) Embassy has made good use of the IV program -- 

sending the only Muslim Member of Parliament on the "Young 

Muslim Leaders" International Visitor Program in FY 2005.  We 

will send a Muslim woman from Thrace to the Young Muslim 

Leaders program in FY 2006. 

7.  (C) The Embassy (POL, RSO) monitors closely hate speech 

and activities through local contacts, police contacts, and 

the media.  We monitor Islam-related incitement and hate 

speech through additional contact with muftis, imams, and 

members of Muslim minority in Thrace, as well as with the 

diverse and more transient immigrant Muslim population in 

Athens.  There are no indications or incitement or hate 

speech directed against Muslims occurring in Athens. 

8. (U) The Embassy has undertaken a series of outreach 

activities oriented at the Muslim population in Greece.  We 

opened an American Corner in Xanthi, a town in northeast 

Greece that is predominantly Muslim, and the IRC regularly 

sends material to Xanthi as part of the Embassy's 

country-wide outreach program.   Ambassador hosts a yearly 

Iftar dinner.  Ambassador and Embassy officers have spoken to 

student groups on U.S. policy in the Middle East, including 

students from Arab and non-Arab Muslim countries.  Embassy 

and ConGen officers meet regularly with Muslim religious and 

community leaders in Thrace and Athens.   Cultural program 

opportunities will be utilized in 2006. 

9.  (U) As noted, the Embassy sent Ilhan Ahmet, the one 

Muslim Member of the Greek Parliament, on an IV program this 

year.  His website, www.ilhanahmet.com, is in Turkish and 

Greek.  (NOTE: Greek usage of the world wide web is the 

lowest in the EU. END NOTE.)  Building on Ahmet's IV program, 

we have helped develop a farming seminar to meet the needs of 

Muslim farmers in northern Greece. 

---------------------------------- 

GREEK EFFORTS TO COUNTER EXTREMISM 

---------------------------------- 

10.  (S) The Greek Government's track record in countering 

extremism is uneven.  17N operated with impunity for 27 

years, counting Greek police and government officials among 

its victims.  The Olympic Games provided a much-needed 

incentive to bring Greek methods and operations into the 21st 

century.  As a result, Greece now has more tools and know-how 

to keep track of extremist groups in Greek society.  These 

skills, however, are perishable and require routine follow-up 

training.  We do not believe such training has continued 

since the Olympics.  Furthermore, we are skeptical as to 

whether or not the Hellenic Police are pursuing Islamic 

extremists in Greece with that same "pre-Olympic" vigor. 

Greek society also views enhanced police capabilities with a 

jaundiced eye.  Greeks are hypersensitive to any perceived 

limits on personal freedoms; as an example, security cameras 

around town have been vandalized.  Members of Parliament have 

also inveighed against their use; attempts to pass off the 

cameras as trafficams have been only partly successful. 

11.  (C) Recently, the GoG appears to have taken a greater 

interest in moving against self-styled "anti-imperialist" 

anarchists who operate mainly in central Athens.  In an 

August meeting, Public Order Minister Voulgarakis, 

responsible for police, promised to crack down on violent 

anarchist activity, telling the Ambassador that the July 

arrest of three anarchists had produced evidence that would 

result in convictions and more arrests in the future. 

Thessaloniki police have estimated there are 50-70 local 

anarchists who regularly incite violence.  Recently, the 

Ministry of Public Order has called the Greek judiciary to 

task for a lack of prosecutions of the hundreds of anarchists 

arrested during the many destructive and violent 

demonstrations held in both Athens and Thessaloniki. 

12.  (C) The Government attempted to ignore "Hatefest 2005" 

until the outcry from Greek citizens became too loud.  At 

that point, Greek Government Spokesman Roussopoulos stated 

that the GoG would take all measures to prevent the 

"Hatefest" gathering.  Public Order Minister Voulgarakis 

seconded Roussopoulos' comments, saying the event was not 

welcome. 

13.  (C) The Government has taken steps to combat 

anti-Semitism, and has begun to press for membership on the 

International Task Force on Holocaust Education.  However, it 

was in part the result of heavy Embassy pressure that Greece 

established January 27 as Holocaust Remembrance Day in 2004. 

The Central Board of Jewish Communities in Greece constantly 

lobbies for moderation, tolerance, and freedom.  The Greek 

Jewish community says the greatest problem faced by local 

Jews is the widespread perception that they are not truly 

"Greek."  The Greek constitution enshrines Greek Orthodoxy as 

the official religion and the country's non-Orthodox 

minorities - Jews, Turcophone Muslims, Catholics, and other 

Christians - report difficulty advancing in careers in the 

military, education, and the public sector.  It's not 

accurate to paint the Orthodox Church as anti-Semitic, but it 

is so virulently pro-Orthodox that the distinction is often 

lost. 

14.  (C) As is the norm in the EU, Greece has a modern 

education system that accepts pluralism and open intellectual 

exchange.  Universities do, however, serve as recruiting 

centers (and worse) for anarchists.  As a result of the 1973 

student uprising against the military junta ruling Greece, 

Greece passed a law prohibiting police on university 

campuses.  As recently as May 2005, anarchists took hostages 

at the Athens Polytechnic University and held them for more 

than eight hours as a protest against the presence on campus 

of armed bodyguards who had accompanied two Members of 

Parliament to the university for a book presentation (the 2 

MPs, both former Cabinet Ministers, were among the hostages). 

 Prior to the actual standoff, anarchists detected that 

police assigned to protect 2 MPs attending the event) were on 

campus in violation of government regulations.  The 

anarchists proceeded to attack the police and one policeman 

shot an attacker in the leg, in an effort to protect himself. 

The standoff ended peacefully, but the university academic 

board published a condemnation of the "police action" and 

called on Greeks to protest against the government.  There 

was very little negative press that condemned the violence of 

the anarchists. 

15.  (U) As part of Greece's effort to join the International 

Task Force on Holocaust Education, the Greek Ministry of 

Education and Religious Affairs has requested Post's 

assistance in re-designing its curricula to update teaching 

of the Holocaust. 

16.  (U) Public (State) education is readily accessible, 

particularly for women and girls.  Minority education is 

fully funded by the State, which funds madrassas where there 

are significant Muslim communities.  In recent years, these 

madrassas have been opened to girls (who are required to wear 

headscarves). 
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Classified By: CDA TOM COUNTRYMAN FOR REASONS 1.4(B) AND (D) 

1.  (C) SUMMARY:  On June 8, the weekly satirical "To 

Pontiki" published a lengthy proclamation by the 

Revolutionary Struggle (RS) organization claiming 

responsibility for a May 30 bomb blast aimed at Culture 

Minister (and former Public Order Minister) George 

Voulgarakis (ref A).  The proclamation, occupying 11 

single-spaced pages in the original, announces that RS 

targeted Voulgarakis in an "attempted execution" because of 

his role in upgrading regime security during the Athens 

Olympics, the abduction and interrogation of Pakistani 

immigrants (ref C), and the mobile phone wiretapping scandal 

(ref B).  RS, which shares some operational similarities with 

the former November 17 terrorist organization, is to be taken 

seriously.  It has explosives, a twisted political ideology 

based on the "evils of globalization," a willingness to 

target political figures, and may represent a new generation 

of domestic terrorists.  (Note: Full translation of 

proclamation at www.opensource.gov  End Note.) 

RS Behind Voulgarakis Attack, Spouts Twisted Ideology 

--------------------------------------------- -------- 

2.  (SBU)  The proclamation details how RS surveilled 

Voulgarakis and his security escort and planned the bomb 

attack; rejects media headlines calling the blast a "blind 

attack;" includes a strong indictment of state-sponsored 

"terrorism of mass surveillance;" slams Greece's involvement 

in the war on terror; and delivers a lengthy diatribe against 

the "supranational state," the theory of the clash of 

civilizations, and the U.S.-Greek strategic partnership.  The 

proclamation concludes with a rambling call to turn the war 

on terror into a "social revolution." 

3.  (SBU)  Written in careful vernacular, the author appears 

to have a decent, if twisted grasp of current affairs and 

local political commentary.  The tone is revolutionary, with 

frequent direct or indirect references to the need for "armed 

revolutionary action."  The author takes the Greek 

government, and PM Karamanlis personally, to task for getting 

involved in the fight against Islamic fundamentalism and 

warns that cases like the Pakistani affair "... could be 

characterized as an act of war against Muslim immigrants 

living in our country and, more generally, against the Muslim 

and Arab world."  It follows, then, according to the RS rant, 

that "armed revolutionary acts," like the Voulgarakis 

bombing, "... build a climate of trust with the peoples 

resisting (the war on terror) ... and could be a deterrent of 

war reprisals (against Greece) by armed Islamists." 

4.  (SBU)  The author assumes a global view of world events 

and identifies the loss of national sovereignty as the key 

factor in the growth of a "supranational state" under the 

aegis of the U.S., which responds only to a "supranational 

elite."  In this context, FM Bakoyannis and Defense Minister 

Meimarakis are mentioned for agreeing to Greece's involvement 

in "neo-liberal globalization" and the "surrender" of Greek 

interests in cases such as Cyprus, Macedonia, and the future 

status of Kosovo. 

RS Compared with November 17's Ideology... 

------------------------------------------ 

5.  (SBU)  Unlike the November 17 terrorist organization -- 

for decades Greece's dominant and most murderous group, its 

main leaders now imprisoned -- RS appears less preoccupied 

with the organization and presumed crimes of the Greek 

capitalist system.  It is more interested in the emerging 

"global empire" promoted and sustained by the U.S.-led war on 

terror.  While 17N had no kind words for American 

imperialism, RS appears concerned more with global trends in 

the context of the necessity to move immediately toward a 

"social revolution" -- in which Greece should play a role, if 

only as a means of deterring Islamic attacks inside the 

country.  Those ready to join the ranks of this revolution, 

RS suggests, should connect "with the liberation, 

anti-capitalist, anti-imperialist movements in the rest of 

the world as a pre-condition for the overthrow of 
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capitalism." 

6.  (SBU)  Like 17N, RS warns its targets to cease their 

"anti-people" practices or suffer "revolutionary justice." 

As the proclamation said it: "The only justice that could be 

meted would have been Voulgarakis' execution.  And if we 

failed because of an unlucky coincidence (this time), it does 

not mean we would fail next time we will choose to strike 

some SOB. of political or economic authority." 

... and Modus Operandi 

---------------------- 

7. (SBU)  RS appears prepared to carry out "dynamic actions," 

as 17N was.  It assigns a good deal of attention to 

logistics, surveillance, and overall intelligence.  Like 17N, 

it claims it would rather abort a well-prepared "action" than 

harm passers-by.  RS goes into great pains to say it does not 

tolerate "blind strikes" that could endanger innocent 

bystanders.  Indeed, the proclamation emphasizes that an 

initial attempt at "executing" Voulgarakis had to be aborted 

because those charged with exploding the bomb spotted a 

motorcyclist approaching the scene.  The group also argues 

that no attempt would have been made if Voulgarakis' family 

had been spotted nearby. 

8.  (SBU)  Like 17N, it appears that RS is more comfortable 

with remotely detonated devices, requiring the presence of 

its members in close proximity to the target until the last 

moment, and avoids timer-controlled devices that escape 

control once they've been set and abandoned.  (Note: It is 

unclear how seriously RS takes its own rhetoric: the group 

took responsibility for a large bomb that, with little 

advance warning, exploded in December 2005 in Athens' busy 

Constitution Square and could easily have killed many people. 

 End Note.) 

Comment: A New Generation of Terrorists? 

---------------------------------------- 

9.  (C)  This group is to be taken seriously.  Its members 

have explosives, tactical agility, planning and, despite the 

rhetoric, do not hesitate to place bombs in busy downtown 

Athens and even next to an elementary school.  They have 

declared their intention to continue targeting what they call 

the "SOBs" of the political system, so that they "...come to 

understand what it means to suffer casualties."  While there 

is no mention thus far of targeting foreign 

"capitalist-imperialists," it would not be a leap of faith 

for RS to focus its attention on the U.S. presence in Greece. 
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REF: A) RIES-OPCENTER TELCONS 

Classified By: AMBASSADOR CHARLES RIES.  REASON:  1.4 (B) AND (D). 

1.  (C)  SUMMARY:  At 0555 local time January 12, a 

rocket-propelled grenade struck the front of the Embassy. 

Damage was limited, there were no casualties.  In an 

anonymous phone call, the anarchist terrorist group 

"Revolutionary Struggle" appears to have claimed 

responsibility.  The grenade itself appears to be of Chinese 

or Korean origin, though details remain sketchy.  GOG police 

and officials reacted immediately, with both Foreign Minister 

Bakoynannis and Minister of Public Order Polydoras visiting 

the Embassy and conducting press walk-outs with the 

Ambassador.  Both later met with Prime Minister Karamalis. 

As of 11:00, the Embassy reopened for normal internal 

business, while restricting consular operations.  Ambassador 

Ries, briefing both local and international press, has 

stressed that there can be no justification for such a 

senseless act of violence and the importance of finding those 

responsible.  RSO report follows septel. 

END SUMMARY. 

RPG HITS THE EMBASSY IN THE EARLY MORNING 

2.  (C)   At 5:55 a.m. on January 12, a rocket-propelled 

grenade hit the front of the Embassy, striking just above the 

prominently displayed Embassy seal.  Damage was centered on a 

portion of the Ambassador's office lavatory; initial reports 

suggest that the RPG exploded as it hit the outside wall of 

the chancery.  Damage was minimal; there were no casualties. 

3.  (C)  The Embassy's on-duty security receptionist 

immediately notified  RSO and MSGs of the blast.  The 

evidence was secured and area treated as a crime scene. 

Three members of the police Emergency Squad arrived at the 

Embassy's main gate within minutes of their notification by 

the local guard force, as did the local fire brigade. 

Adjoining streets were closed to traffic.  Greek EOD experts 

have cooperated with Embassy officials in processing the 

crime scene. 

4.  (C)  At 7:27, the headquarters of the Brinks Security 

services (which coordinates the Embassy local guard force) 

received a call from an unknown male between 30-35 years of 

age. Speaking in Greek, he said the words "Revolutionary 

Struggle," which is interpreted as a claim of responsibility 

for the attack.  Revolutionary Struggle is an anarchist 

leftist group, with suspected connections to known terrorist 

organization 17 November. 

GOG OFFICIALS VISIT EMBASSY, CONDEMN THE ATTACK . . . 

5.  (C)  At approximately 8:35, Ambassador Ries briefed the 

press assembled near the front of the Embassy, stressing that 

there could be no justification for such a senseless act of 

violence.  The response from Greek officials was immediate. 

Foreign Minister Bakoyannis called Ambassador Ries to assure 

him that every effort would be made to find those 

responsible.  At 9:00, she came to the Embassy, inspected the 

damage, and held an impromptu press conference with the 

Ambassador outside the Embassy.  Expressing the support of 

the Prime Minister and his cabinet, she stressed that such 

incidents have had high costs for Greece in the past -- 

economically as well as politically.  She added that the 

Greek government was determined to exert every effort to find 

the perpetrators and to see to it that similar incidents 

cannot occur.  She later told the Ambassador that she planned 

to write a letter to the Secretary on this issue. 

6.  (C)  Minister of Public Order Polydoras visited twice, 

first with the investigative team at 7:05 a.m. and later to 

meet with the Ambassador.  After speaking with the police 

team on site, he told the Ambassador that the grenade likely 

exploded outside as it hit the wall, rather than inside. 

From the writing on fragments at the scene, investigators 

believed the origin of the grenade was Chinese or Korean. 

7.  (C)  Polydoras told the Ambassdor that the GOG would do 

its utmost to find those behind the attack.  The GOG 

condemned the attack; it would also be important for other 

"political forces" to do the same.  In a heated voice, 

Polydoras condemned those in the Greek "political framework" 

who provided ideological support and tolerance for such 

strikes.  This was unacceptable for a NATO ally.  In his 

statement to the press, Polydoras strongly condemned the 

attack, noting that a full investigation was underway. 

8.  (C)  With both Bakoyannis and Polydoras, the Ambassador 
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underscored that this attack was a reminder of an era both 

the U.S. and GOG hoped had been put behind us.  For that 

reason, moral condemnation of the attack was essential, 

including in the press.  The most important task:  find and 

bring to justice those responsible.  Bakoyannis and Polydoras 

planned to meet Prime Minister Karamanlis at 10:00 local to 

brief him on developments. 

. . . AS OTHER POLITICAL FIGURES ALSO OFFER SUPPORT 

9.  (C)  Opposition PASOK leader (and former FM) Papandreou 

called the Ambassador at 9:30, condemning the attack and 

noting that he "thought we were over this."  Expressing his 

hope that the government could handle the situation, 

Papandreou assured the Ambassador he would speak out 

publicly.  PASOK spokesman Petros Efthymiou later issued a 

statement condemning the terrorist attack "in the strongest 

possible way."  He added that "Terrorism in any form is 

abhorrent.  The attack against the Embassy is against the 

interest of the country and the Greek people, and against the 

country's reputation."  Efthimiou added that PASOK had worked 

to dismantle terrorism and November 17 in the past, and urged 

the government to work in the same direction.  Former 

Minister of Public Order Voulgarakis, as well as many other 

members of Karmanlis' cabinet, have also called to offer 

sympathy and support.  President Papoulias dispatched his 

Secretary-General to bring the Ambassador a personal message 

SIPDIS 

of solidarity. 

EMBASSY:  OPEN FOR NORMAL INTERNAL OPERATIONS 

10.  (C)  The Embassy re-opened for normal internal 

operations at 11:00 a.m., although we will not conduct normal 

consular business or visa issuance.  Visitors to the Embassy 

will be limited to investigators and high-level officials. 

Congen Thessalonki remains closed for business on January 12. 

 A warden message was distributed at approximately 10:15. 
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SUMMARY 

1.  (S)  On January 24, the left-wing group "Revolutionary 

Struggle" officially claimed responsibility for the January 

12 RPG attack on the Embassy in a manifesto passed to the 

weekly Greek newspaper "Pondiki."  The statement cites 

opposition to U.S. foreign policy as the motive for the 

attack -- and, by specifically criticizing FM Bakoyannis and 

Minister of Public Order Polydoras, appears to mark them as 

potential future targets.  The statement's focus on Greek 

public figures and institutions supports the argument both 

the U.S. and GOG have made since January 12:  that this was 

an attack on both U.S. and Greek interests.  Public reaction 

since the RPG attack appears to support this view, a change 

from the tacit public acceptance of domestic terrorist 

incidents.  While there has been some political fallout for 

the Karamanlis government, this too has been comparatively 

restrained. 

2.  (S)  Greek authorities are undertaking a comprehensive, 

professional and high priority investigation of the January 

12 PRG attack on the Chancery.  The two-way information flow 

has been good, and U.S. agencies' representatives have good 

access.  We have shared all relevant information in our hands 

with Greek authorities, and are confident that they have 

shared their information equally fully with us.  The 

investigation is proceeding along several tracks.  Our main 

concern is constant press leaks -- likely the consequence of 

political and personal rivalries in an election year -- that 

have hampered the investigations effectiveness, primarily by 

the near-identification of the chief suspect.  Ambassador and 

DCM have emphasized to both government and top PASOK 

officials that such leaks work against both U.S. and Greek 

interests.  A second attack might be in the offing, based on 

analysis of past incidents, but may be against a Greek 

government target.  Embassy has requested and received 

funding for 24-hour surveillance detection and will shortly 

submit recommendations to address the Embassy's greatest 

security challenge:  offices situated only 65 feet from a 

major Athens avenue.  END SUMMARY. 

REVOLUTIONARY STRUGGLE ISSUES ITS MANIFESTO 

3.  (S)  Authorities have been anticipating a statement from 

"Revolutionary Struggle;" the explanatory manifesto was 

received by the Greek weekly tabloid "Pondiki" following an 

anonymous call.  "Revolutionary Struggle" claims the attack 

was in reponse to U.S. policies in Palestine, Lebanon, and 

Iraq, also citing detainees in Guantanamo.  It contains 

invective against "CIA and FBI agents and assassins" housed 

at U.S. Embassies, and suggests that the Greek National 

Police's Counter-Terrorism Unit houses "American agents." 

4.  (S)  In addition, the lengthy document criticizes Greek 

officials and institutions.  Its opening paragraph refers to 

the Foreign Minister as "the slave of the Americans, 

Bakoyiannis," and implies that Minister of Public Order 

Polydoras is also too close to the U.S.  While there are no 

explicit threats against either, the mention of both by name 

suggests they are potential targets.  But they are not the 

only ones.  The manifesto blasts the "extraordinary military 

'tribunals'" and the judges currently presiding over the 

appeal of the November 17 terrorists.  It adds that, if 

"Revolutionary Struggle" had its way, the first building that 

would be torn down would be the U.S. Embassy, the second 

would be the Greek parliament, perhaps suggesting that MPs 

are also possible targets. 

5.  (S)  In contrast to the manifestos issued by the earlier 

terrorist group "17 November," the document does not provide 

details of how the attack was organized and executed.  The 

style is also different, shorter, less ideological and more 

direct/journalistic.  Some have interpreted this as a sign 

that the group's members have a lower level of education than 

some of 17N's leaders.  The Minister of Public Order told us 

he thought the writer had media experience. 

INVESTIGATION RUNNING ON SEVERAL TRACKS 

6.  (S)  Since the investigation began on January 12, it has 

proceeded along several tracks.  The first has focused on a 

prominent Greek anarchist with a police record who is seen as 

the most logical suspect.  This investigation is being 

handled by an extremely restricted group within the police 

department.  However, the fact that the individual was 

described thoroughly (identified in all but name) in the 

January 14 press has complicated police tracking efforts. 

7.  (S)  The second line of inquiry, pursued by a broader 

police working group, is focused on interviewing witnesses, 

checking phone records of those offering information, and 

tracking the origin of the Chinese RPG used in the attack. 

Police believe that the RPG, which was not a type purchased 

by any GOG entity, was likely among those looted from 

Albanian arsenals during 1997.  (Greek officials report 

positive cooperation with counterparts in Tirana and Skopje.) 

 Police also have high expectations (perhaps overly so) for 

what FBI enhancement of surveillance video shot by Embassy 

cameras may reveal when analysis is completed later this 

week. 

8.  (S)  Third, police are pursuing pieces of information 

(some potentially credible, some clearly not) that indicates 

the attackers may have come from outside Greece, and were 

therefore not the standard-issue Greek radicals most have 

assumed them to be.  The "Revolutionary Struggle" manifesto 

may challenge this thesis.  Embassy RSO, Legatt, and SIMO are 

working together closely on all aspects of the investigation, 

meeting regularly with the Greek police teams involved. 

9.  (S)  Recently, both police and press have speculated that 

another attack might take place soon.  This is based on past 

incidents of domestic terrorism; the terrorist group 

"November 17" generally instigated two-three incidents prior 

to claiming responsibility in a written statement.  Press 

sources note that RPGs are usually packaged in groups of six; 

presuming that some were used for "target practice," the 

theory is that this would leave several still available for 

subsequent attacks.  Some accounts have even stretched the 

line of speculation further, suggesting that the next targets 

might be GOG ministries.  While there is no firm basis for 

such speculation, the possibility of course cannot be ruled 

out. 

BUT POLITICALLY-MOTIVATED PRESS LEAKS HAMPER EFFECTIVENESS 

10.  (S)  Although impressed with the energy and thoroughness 

of the investigation, we have been disappointed by leaks from 

PASOK-affiliated police officers directly to Greek media -- 

which has been constant since day one.  While in most cases 

the details leaked are insignificant, the near-identification 

of a primary suspect has, without doubt, hampered the overall 

investigation. 

11.  (S)  Politics is clearly behind the leaks.  With 

elections this year, after the RPG attack opposition PASOK 

contrasted its record with the New Democracy government -- 

reminding the public that its administration had succeeded in 

breaking the back of Greece's biggest domestic terrorist 

threat, "November 17" (a group responsible for decades of 

violent attacks, including the killing of 5 Americans). 

PASOK-aligned journalists jumped on board, criticizing 

Karamanlis for purportedly re-structuring the police 

counter-terrorism team.  The criticism seemed to hit home 

when Karamanlis asked former Anti-Terrorist Squad Chief Syros 

to take on the job again (in addition to his current 

responsibilities as Deputy Chief of Police).  (We think 

Karamanlis made the assignment in the perhaps unrealistic 

hope of obtaining political peace, and to show he was leaving 

no stars on the bench.)  But Syros -- whose links to PASOK 

were formed while serving under former PASOK Minister of 

Public Order Chrysochoides -- is also fighting for survival 

in the police force's promotion cycle this March.  While we 

respect his experience and conduct of the investigation 

itself, we assess that he is a major source of press leaks, 

which are designed to bolster his own public image and win a 

promotion. 

AMBASSADOR TO MPO, OPPOSITION:  STOP THE LEAKS NOW 

12.  (S)  On January 19 Ambassador conveyed to Minister of 

Public Order Polydoras (through MPO diplomatic advisor 

Ailianos) that, while the Embassy was satisfied with the 

overall level of cooperation, we were concerned that press 

leaks were harming the investigation.  The leaks could 

clearly delay the apprehension of the perpetrators, and 

worked against both U.S. and Greek interests.  Also on 

January 19, Ambassador delivered the same message to 

opposition leader George Papandreou.  DCM and SIMO Chief 

reached out to former MPO Chrysochoides (Minister under the 

PASOK government, leaving office in 2004), stressing that 

while the Embassy was not taking sides in the on-going 

political/factional struggle now being played out in the 

press, we were very concerned that the struggle, and, most 

importantly, the leaks were impairing an effective 

investigation.  On January 21, DCM passed our assessment to 

PM Karamanlis through diplomatic advisor Bitsios. 

CONTINUED FOCUS ON EMBASSY SECURITY 

13.  (S)  In order to keep the Embassy community fully 

informed, Ambassador hosted a Town Hall meeting for Embassy 

employees on January 15.  The country team has emphasized to 

all employees the need to review security practices, both at 

the Embassy and at their residence.  All employees have been 

advised to vary times and routes; the Ambassador, DCM and 

other recognizable Embassy officials will be particularly 

cognizant of this requirement.  Embassy requested (ref C) and 

received (ref D) funding for immediate implementation of 

24-hour surveillance detection teams.  In addition, Embassy 

will shortly submit a cable of both short and long-term 

recommendations on how OBO and DS can contribute to our 

mutual goal of hardening Embassy security at its most 

vulnerable point -- offices located 65 feet from the major 

Vassilisis Sofias thoroughfare. 

PUBLIC REACTION:  ATTACK BAD FOR U.S., BAD FOR GREECE 

13.  (S)  While some press reports have dug deep into the 

details of election-year political scapegoating, overall the 

attack appears to be viewed not only as an attack on the U.S. 

but also on Greece -- a point the Embassy has stressed from 

the outset.  That does not mean that the Greek public's 

anti-Americanism has lessened significantly.  However, it 

appears that, after the arrest and trial of key members of 

noted left-wing terrorist group "17 November" and the 

successful staging of the Olympic Games, the Greek "person on 

the street" no longer has the same level of tolerance for 

domestic terrorism.  One recent opinion poll suggests that 6 

of 10 Greeks now support increased use of surveillance 

cameras to deter crime.  That is a turnaround for a Greek 

public allergic to all forms of "Big Brother" monitoring. 

COMMENT 

14.  (S)  Some media have questioned whether, as a result of 

the January 12 attack, the U.S. will refuse to consider 

extending participation in the Visa Waiver Program to Greece. 

 The Embassy has avoided public response on this point. 

There is no evidence that Greek terrorists past or present 

had or have the means or intention to undertake terrorist 

activities outside of Greece.  In fact, any attempt to do so 

would be to operate without the terrorists' key advantages: 

relative anonymity and a support network.  In any case, at 

this point we are broadly satisfied with the professionalism 

and pace of the investigation and consider it important to 

keep the VWP perspective open.  Any presumptive shut-off of 

VWP consideration would likely backfire, generating political 

resentment and impeding bilateral cooperation on this case. 
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SUBJECT: INTELLIGENCE ASSESSMENT: GREEK TERROR GROUP 

"REVOLUTIONARY STRUGGLE" 

1. (SBU) The domestic counterterrorism division of the 

Hellenic National Police (HNP) and FBI at Embassy Athens 

collaborated on a joint intelligence assessment of the Greek 

domestic terrorist group Revolutionary Struggle.  Their 

assessment is summarized below: 

2.    (SBU) RS is the most dominant domestic terrorist 

organization in Athens.  This radical leftist group, which is 

anti-Greek establishment, ideologically Marxist, and 

sympathetic to extremist causes in the Middle East, is 

believed to be responsible for nine terrorist acts since 

2003, most notably the murder of a Greek policeman in 2004, 

the detonations of improvised explosives in front of the 

Ministry of Labor and Social Welfare and the Ministry of 

Economy and Economics in 2005, an attack on the Minister of 

Culture in 2006, and an RPG attack on the US Embassy in 

January 2007. There is sufficient data to suggest that 

several other terrorist acts were conducted by RS, either in 

support of the organization or as a separate group. 

3.    (SBU) RS has authored seven proclamations which 

indicate that their political ideology is based on classical 

and modern political science and economic ideas, mirrors the 

general leftist-anarchist community in Athens, and is 

international in scope. It is a relatively new terrorist 

organization, but shows signs of significant professionalism 

and organization.  Based on the proclamation following the 

attack of the Minister of Cultre in 2006, RS shows signs of 

significant preoperational planning and surveillance for a 

significant amount of time prior to the actual attack.  Prior 

to the attacks on the Culture Minister and the U.S. Embassy, 

according to witnesses, suspicious individuals, wearing 

district cleaning uniforms were seen "working" across the 

street from the target.  The FBI and HNP have assessed that 

RS presents a threat to the GoG, HNP, and U.S. entities in 

Athens. But RS appears acutely conscious of public opinion 

and would shy away from large scale or random terrorist acts. 

 That said, RS is believed to have robbed and murdered a 

police guard outside of the British Military Attach's 

residence at gunpoint.  RS appears to be less concerned with 

domestic Greek politics than with alleged trends towards 

global imperialism purportedly sustained by the U.S.-led war 

on terror, and its attacks do not correspond with current 

domestic political events.  According to their proclamations, 

RS claims that they are protecting the Greek public from 

harsher attacks by Middle East extremist terrorists by 

striking targets without harming the Greek public.  RS has 

mentioned their support and sympathy for Hezbollah, Hamas, 

the Iraqi insurgencies, and the Palestinians. 

4) (SBU) The Assessment team recommended that the 

International Terrorism Section ad the Organized Crime 

Section of the HNP be cnsulted in order to conduct an 

analysis of possible links between Islamic extremists, 

orgnized crime rings (especially Albanian) and the anarchist 

community in Greece.  The Assessment team also recommended 

that an analytical review of all of the Proclamations be 

conducted by a professor of political science or economics to 

determine the educational history of the author.  It is also 

recommended that a comparative forensic analysis of explosive 

devices and tradecraft be conducted in order to identify 

possible connections to members of other groups.  It is 

recommended that anarchist blogs and websites be monitored, 

all known anarchists/extremists traveling abroad be conduced, 

and DNA samples be taken from suspected anarchists/extremists 

be collected in order to compare against forensic evidence 

acquired from RS investigations. 

5) (SBU) The Assessment team identified several important 

gaps in their knowledge about RS.  For example, they are 

unsure whether RS has any links with domestic or 

international anarchist groups, criminal organizations 

(domestic or international), international terrorist 

organizations, Hamas, Hezbollah, or November 17th.  No 

members of RS have been identified to date, although the 

assessment identifies several individuals potentially 

associated with RS.  The Assessment team does not know how RS 

recruits or expands its membership. (For example: Does the 

group use the internet?) The team does not know how they make 

bombs, how RS learned how to make bombs, or whether RS has 

received any training.  It is unclear how many weapons the 

group possesses, how it acquires them, whether it uses 

criminal activities to finance the organization, whether it 

has an arsenal or a safehouse.  The assessment also asks what 

the connection is between RS and terrorist acts in Greece 

that have not been claimed by any group. 
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